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I N T R O D U C T I O N

OpenTV GatewayTM is a solution for network operators, content providers and developers

who want an efficient way to develop and deploy applications which use transactions

and messaging (such as t-commerce, e-mail, chat, polling etc.) on set-top box (STB) 

platforms that have limited or no support for standard messaging/communication

Internet protocols.

OpenTV Gateway is a member of the OpenTV Network Solutions product family, an

integrated set of software products that enable the efficient deployment and

management of iTV applications creating profitable, new revenue streams for network

operators. The Network Solutions components manage the generation of iTV

applications, the broadcast environment and where necessary the return channel. 

The components that make up OpenTV Network Solutions today are:

• OpenT V St reamer

• OpenT V Pub l i she r

• OpenT V H2O

• OpenT V Gateway
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O P E N T V  S T R E A M E R T M

OpenTV Streamer is OpenTV’s solution network operators, content providers, and high-end

developers seeking to broadcast interactive content using standard digital broadcast

facilities. OpenTV Streamer allows broadcasters to multiplex data with audio and video

signals, and performs real-time compilation of data modules, allowing up-to-the-second

transmission of sports scores, stock quotes, and other time-sensitive data. For more

information, please refer to the OpenTV Streamer Technical White Paper.

O P E N T V  P U B L I S H E R T M

OpenTV Publisher combines the latest iTV technology with today’s Internet protocols to

create compelling interactive applications at minimum cost and with web speed. For more

information, please refer to the OpenTV Publisher Technical White Paper. 

O P E N T V  H 2 O T M

OpenTV H2O is a solution which leverages existing Web infrastructure, content and

skills and makes HTML/JavaScript a complete authoring solution for iTV on thin set-top

boxes running OpenTV Middleware technologies. This product is due to ship during the

early part of 2003 – a technical white paper will be available shortly.



O P E N T V  G A T E W A Y  O V E R V I E W  

OpenTV Gateway is the return path-enabling component of OpenTV Network Solutions for

non-IP enabled set-top boxes. It connects the set-top box (STB) with multiple content

provider backend systems. Messages are forwarded to content provider backend systems

using standard Internet protocols including HTTP and SMTP. The software uses protocol

adapters to translate between the low-level communications protocol used by the set-top

box and the higher-level Internet protocols.
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Figure 1: Network Solutions and OpenTV Gateway as par t of the OpenTV Complete iTV Solution
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OpenTV Gateway offers networks a cost-efficient way to expand iTV services to

transactions and messaging using low-end, existing platforms. The low cost, highly

scalable architecture allows network to greatly increase the revenue potential of their

existing infrastructure without replacing set-top boxes. In addition, it offers a uniform

communicat ions solut ion across low -end,  mid-s ize and high-end set - top boxes,

accelerating the deployment of more demanding iTV infrastructures while retaining 

the current set-top box population and customers. 

OpenTV Gateway today supports the following set-top box return path

networks/communication protocols :

•  Moto ro la  A loha/UDP  -  Mos t  Moto ro la -based US cab le  ne tworks  use  t he   A loha/UDP
re tu rn  path .  Th is  inc ludes  a l l  DCT2000-based cab le  opera to r s .

•  SMTP –  Th is  i s  t he  common pro toco l  fo r  e -mai l  se rv ices  on  t he  In te r ne t .  SMTP enab les
deve loper s  to  wr i te  messag ing  app l i ca t ions .

•  IMAP – e -mai l  p ro toco l

•  TCP/ IP  (B roadband cab le  and DSL)  

•  Raw Modem (PSTN)  –  Pub l i c  Swi tch  Te lephony  Network  re tu r n  path

•  PPP inc lud ing  CHAP & PAP –  Po in t - to -Po in t -P ro toco l  (PPP)  a l lows  t he  use  o f  ex i s t ing
In te r ne t  Se rv ice  p rov ide r  modem poo ls  to  connect  STBs .  PPP i s  t he  de fau l t  Po in t - to -
Po in t -P ro toco l  fo r  In te r ne t  modems.  CHAP & PAP a re  au thent ica t ion  p ro toco ls .

•  HTTP  –  Th is  i s  t he  p redominant  In te r ne t  p ro toco l  fo r  t r ansac t ion  se rv ices .  HTTP  enab les
t - commerce ,  po l l ing ,  da ta  re t r ieva l ,  e tc .

OpenTV Gateway allows set-top box applications to communicate with standard HTTP

servers without the need to support a full PPP/TCP-IP communications stack within the

STBs.  This saves valuable STB resources and enables low-end STBs’, unable to support

such a communication stack, to interact with standard Internet applications servers.

OpenTV Gateway can be utilized both by OpenTV Publisher applications using the

Transaction Gadget Kit and by any Software Development Kit (SDK) application. 

SDK applications use a set of libraries to communicate with OpenTV Gateway.
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Figure 2 shows the relationship between set-top box applications, OpenTV Gateway and HTTP

base application servers. Through the communication libraries provided with OpenTV Gateway,

iTV applications are able to communicate via OpenTV Gateway with HTTP based application

servers. The logic of the application assumes a direct HTTP connection with the application

server. OpenTV Gateway uses an efficient and lightweight protocol called DATP (Digital TV

Application Transfer Protocol) to transport messages over the set-top box return path network.

DATP is then translated into TCP/IP and HTTP to transport the messages over standard IP-based

networks.  These networks can be the open Internet, a VPN (Virtual Private Network) or closed

WAN (Wide Area Network).

DATP is used to overcome the processing limitations of, and the low data rates available from

low-end set-top boxes. The DATP protocol used to optimize the communication between the 

set-top box and the OpenTV Gateway server is extremely efficient, maintaining a large portion of

the IP protocol feature set, but without the overhead of features not used in this type of

dedicated network sessions. As a result, the protocol has value even in IP-enabled networks and

to support extensions for secure communication or other performance heavy protocol extensions

Figure 2: OpenTV Gateway Technical Overview
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OpenTV Gateway integrates directly with the Point of Presence (POP) and headends of network

operators for PSTN and cable return path networks respectively. OpenTV Gateway can be used

in conjunction with standard PPP-based access servers, providing a solution to leverage

existing network connectivity for interactive television.

OpenTV Gateway could also be used as a protocol translation proxy for networks with high-end

set-top boxes. This would accelerate the support of new protocols because it is easier to

download new o-code transport libraries with interactive applications than to constantly update

the runtime. It may also improve set-top box performance by moving heavy computations from

CPU limited set-top boxes to fast OpenTV Gateway servers, which in turn could reduce the cost

of set-top box deployments because they would be able to use less expensive, less advanced 

set-top boxes. OpenTV Gateway could also ease the deployment of new high-end set-top boxes

in existing networks because OpenTV Gateway offers a uniform back-channel capability across

the existing low-end set-top boxes and the new high-end models.

OpenTV Gateway components are:

• A c l ien t  DATP s t ack ,  l ib ra r ies  and l i gh twe igh t  ve r s ions  o f  In te r ne t  p ro toco ls ,  wh ich  t r ans la tes
between t he  p ropr ie t a r y  smal l  foo tp r in t  DATP messages  and s t andard  IP  messag ing .  A  c l ien t  
i s  down loaded to  t he  se t - top  box  r unn ing  OpenT V Core  w i t h  each messag ing  o r  communica t ion
app l i ca t ion .  

• The  Gateway  Serve r,  wh ich  manages  sess ions  be tween DATP c l ien ts  on  se t - top  boxes  and
conver ts  t he  DATP l i gh twe igh t  p ro toco ls  to  s t andard  IP  se rv ices  l i ke  HTTP,  SMTP,  IRC e tc .
r unn ing  t r ansac t ion  and messag ing  se rve r s .  The  Gateway  se rve r  conta ins  a  number  o f  t h i rd
par t y  s t andard ,  open source  communica t ion  se rv ices ,  such as  HTTP,  SMTP and o the r s .

OpenTV Gateway also contains a web-based administration interface to assist in easy set up

and maintenance of the protocols supported. Examples of administration screens can be found

in Appendix A at the end of this document.

It will be possible to extend the protocol support in a modular fashion, so requirements for 

yet unknown protocols can be added to the product without upgrading.

M A R K E T  O P P O R T U N I T Y  A N D  TA R G E T  M A R K E T S

The  market  oppor tun i t y  fo r  OpenT V  Gateway  i s  made up  o f  the  fo l low ing  sec tors :

• Cu r ren t  OpenT V  ne two rk  ope r a to r s  who  have  dep loyed  on  ea r l y,  l ow -end  se t - t op  boxes  and
have  a  la r ge  number  in  t he  f ie ld  t ha t  t hey  do  not  want  to  upgrade o r  sw i tch -ou t .  Mos t  cu r ren t l y
dep loyed  ne two rks  w i t h  l ow -end  se t - t op  boxes  a re  ve r y  i n t e res ted  i n  be ing  ab le  t o  deve lop
app l i ca t ions  us ing  s t andard  IP  communica t ions  p ro toco ls ,  such as  PPP,  TCP/ IP,  SMTP and IRC on
these  se t - top  boxes  w i t h  l im i ted  resources .  They  requ i re  a  smal l  foo tp r in t  in te rmed ia te  p ro toco l ,
wh ich  enab les  s t andard  IP  communica t ion  app l i ca t ion  t r ansparent l y  be tween t he  se t - top  box
c l ien ts ,  and ex i s t ing  IP  p ro toco l -based se rve r s .
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• The cab le  marke t  in  t he  US tha t  has  dep loyed t he  memor y  cons t ra ined Moto ro la  DCT2000 se t - top  box  w i t h
a  nar rowband/out -o f -band p ropr ie t a r y  p ro toco l  (A loha) .  Th is  marke t  a lso  cu r ren t l y  has  more  t han 
20 mi l l ion  se t - top  boxes  and i s  cont inu ing  to  g row,  as  t he  in t roduc t ion  o f  h igh -end se t - top  boxes  l i ke  
t he  DCT5000 appear s  to  have  s t a l led .

• Deve loper s  t a r ge t ing  t hese  marke ts  w i t h  t r ansac t ion  and communica t ions  app l i ca t ions .

Longer range target groups include: 

• Networks  who want  to  implement  va r ious  p rocessor  o r  memor y - in tens i ve  p ro toco ls ,  where  t he  p rocess ing
may be  sh i f ted  to  a  cent ra l  se rve r  o r  l i gh t  ve r s ions  o f  t he  p ro toco l  can be  ach ieved us ing  t he  DATP
in te rmed ia te  p ro toco l .

• Networks  who want  to  dep loy  secure  app l i ca t ions  on  se t - top  boxes  w i t h  l im i ted  resources .  S ince  mos t  
low -end se t - top  boxes  do not  have  enough comput ing  power  to  use  s t andard  key -based enc r yp t ion
schemes,  such as  SSL ,  t he  marke t  i s  look ing  fo r  an  enc r yp ted communica t ion  path  be tween c l ien t  and
serve r  t ha t  does  not  requ i re  c l ien t - s ide  comput ing  power.  Th is  i s  t r ue  even fo r  med ium se t - top  boxes  
t ha t  suppor t  IP  p ro toco ls ,  bu t  may  not  have  enough power  fo r  fu l l  SSL  key  enc r yp t ion  schemes.  

• A potent ia l  marke t  i s  t he  poss ib i l i t y  o f  in t roduc ing  an  ex tens ion ,  wh ich  wou ld  suppor t  an  RTSP
c l ien t/se rve r  p ro toco l  to  a l low VOD vendor s  to  use  OpenT V Gateway  as  a  common Gateway  fo r  
VOD app l i ca t ions  on  low -end cab le  se t - top  boxes ,  such as  t he  DCT2000.  

T H E  C O M P E T I T I V E  E D G E

OpenTV’s challenge is to prove the cost savings of the OpenTV Gateway solution over various “home 

spun” solutions from manufacturers and developers. A number of set-top box manufacturers, like SAGEM,

Thompson and Nokia have developed proprietary PPP and TCP/IP “light” versions with early OpenTV Core

releases. Some manufacturers have developed light solutions of IP stacks in their port of OpenTV Core

and offered these to the networks before OpenTV had a full IP stack available. The solution is integrated

in the set-top box and offers IP stack functionality using a small footprint. A strength for customers who

have large existing populations of these boxes in the field, it is a low risk, low cost solution. But, the

weakness is that most of these implementations are proprietary to the manufacturers and it is extremely

difficult to have multiple manufacturers agree to offer a common API across multiple set-top boxes. This 

is especially apparent where a single manufacturer has a large market share with a single network

customer, who then wants to introduce a second or third supplier of set-top boxes. Often, due to the lack

of computing power in the set-top box, these solutions lack the performance of the OpenTV Gateway

solution. Due to the client side processing architecture it is difficult to add additional protocol support,

such as secure communication, RTSP, SOAP etc.
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There are some small software companies who have developed light versions of IP stacks for 

low-end set-top boxes. They offer a light solution to put IP stacks on top of OpenTV Core in low-end

set-top boxes. The solution promises transparent IP protocol support for low-end set-top boxes and

back end IP based servers. The solution we have seen has a much lower performance than the

OpenTV Gateway solution.

There  a re  no  o ther  comparab le  p roducts  to  OpenT V  Gateway  cur rent l y  on  the  market .

T E C H N I C A L  R E Q U I R E M E N T S

The server side of OpenTV Gateway runs on the Sun Microsystems’s SolarisTM  operating system. 

Linear scalability and high availability is achieved by accessing the OpenTV Gateway servers via 

a load balancing router.  An OpenTV Gateway Solaris server is able to scale to 1000 concurrent

connections. A connect rate of 0.5% equates to support for 200,000 users. A typical load balancing

router is able to scale to 1 million concurrent connections. 

Availability is achieved by arranging the servers in a n+1 redundancy configuration. A small

configuration would use two Solaris servers. By using two network cards in each server the 

internal network is protected from the set-top box network.

H A R D W A R E  &  S O F T W A R E  C O N F I G U R A T I O N

The hardware  & software configuration for OpenTV Gateway to support 1000 concurrent

connections is a Sun workstation with: 

• So la r i s  2 .7  (64b i t  ve r s ion)

• Min imum 300MHz CPU

• Min imum 512MB o f  RAM

• 100MB/sec  Base -T  E the rne t  ca rds(s )  o r  h igher

• 4GB Hard  D isk  Space

Future versions of OpenTV Gateway will support alternative hardware and operating systems including

Windows 2000.
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O P E N T V G A T E W A Y  -  T H E  N E X T  R E L E A S E

Planned enhancements for future releases of OpenTV Gateway include:

• Secure  Enc r yp ted Communica t ions  –  Mos t  low -end se t - top  boxes  do not  have  t he  power  to  suppor t
s t andard  SSL  enc r yp t ion .  OpenT V Gateway  w i l l  o f fe r  a  way  to  ensure  enc r yp ted communica t ion  be tween 
c l ien t  and p ro toco l  se rve r  fo r  cus tomer s  l i ke  banks  and commerce  s i tes .

• F lex ib le  P rox ies  –  Add ing  t he  ab i l i t y  to  to  do  p roxy  rou t ing  w i l l  a l low content  p rov ide r s  to  use  
OpenT V Gateway  as  a  f ron t -end to  se rv ices  ( l i ke  Chat )  o r  bypass  i t  as  needed ( l i ke  OpenT V Account ) .  

S U M M A R Y

OpenTV Gateway is a highly scalable, reliable client/server architecture that enables easy integration

with existing IP protocol-based service infrastructures likes t-commerce, e-mail, chat and other

messaging. It translates transactions from limited set-top box protocols to standard Internet protocols

(HTTP, SMTP, TCP/IP, IMAP, etc). OpenTV Gateway can make communication protocols transparent to

applications so that developers have no need to write specific communication suites and network

operators can deploy the same application on a varied range of set-top boxes (For Example: Existing low-

end set-top boxes already in consumer homes and newer model set-top boxes as they become available.)

Figure 3 – Sample of 
OpenTV Gateway Screenshot 
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