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Evoluzione del problema /1
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Evoluzione del problema /2

Patch: MS04-011

Apr. 13,2004 Tempo (99)

L

Patch: MS03-026
Lug. 16, 2003

Patch: MS02-039
Lug. 24, 2002

Patch: MS00-078
Ott. 17 2000
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Definizione del problema

Information overload !

Si pué non guardare le informazioni....ma ?

Succedono svariate cose nella rete....
Audit in ogni momento
Verificare I'efficacia delle configurazioni
Semplificare la gestione di ambienti complessi
Team non si ampliano. Necessita di fare di piu con meno risorse

Il Management € maturato, ma c’e’ ancora da fare
Automatizzare di piu
Incident response
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Il problema organizzativo

 Gruppi Security, network, application/server
« La sicurezza non pud essere gestita indipendentemente dalla infrastruttura

- La sicurezza é integrata
nella rete

* L’adozione di endpoint
security

s|lemaiy
sdo Ajuno9

* ldentita e controllo delgi
accessi

* VPN, Firewall, IDS/IPS

SOH pue }I0M}oN

s O
2% 5
Q._-c_;:S
OG5 E
25
D)o 0O
© O,
=0 0
Sge
Neso
- 3
" m




Ciclo di vita della Sicurezza

Security
Policy Refinement

Vulnerability
Assessment

Configuration
TR

Reporting ;
#4 Provisioning
Incident /
Response Monitoring
Alarm
Management Analysis
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onfigurazione
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Selezionare lo strumento giusto

Il Management deve far risparmiare

- Singolo Device Manager per pochi devices, per numeri crescenti ed
esigenze piu sofisticate, multi device manager come CiscoWorks

* Value proposition: ‘configure once, deploy many’

File le: Xcege eI
HREHXXHESE oE B e
Access Rules | Translation Ful 1 1 Propeti 1 Monitoring =
the toolbar, of the right add, edit or delete access, AA4 o filter rules.
A:S“_ﬁ'\g © ABA Rules © Filter Rule: Show Detail |
Action fh L ﬁ:ﬁ&“ nterface Service Description
¢ any any licmy
L_— (inbound)
& any 0023 mﬂim Hpitcp.
v e
® any iany linside tep
any any inside  jp|mplicit outbound ule
< (outbound)
any any dme  p  Implctoutbound e
"4 (outbound)
o Alow traffic ® Dery
| [ e |
@m [ (@ et ;
Device Manager CiscoWorks VPN and Security

Management Solutions
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Element Management

Wt b o
.| w0 u—j
Main | Holp | Support | Legout

PIX® firewalls
PIX Device Manager (ASDM)

- ASA
ASA Device Manager (ASDM) ij

> B8 e tpesm Jee po

Primary DNS Server [1000 !

| st eseerrant Secondary DNS Server [T000 || s i
¢ IDS sensors s T:.:I:;"W‘[‘.— :.:-:--a File Edit View Favortes Tool
Intrusion Device Manager (IDM) [ Y R
e e Sooo Ry p:/ wwwin-people. cisco)
- Cisco 10S routers | W ENEg
Security Device Manager (SDM) ’ :
- VPN 3000 I
VPN 3000 Device Manager _ e
(VDM) — T
. 2

Catalyst 6000

Cisco View Device Manager
(CVDM)
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Cisco Security Device Manager

SDM é uno strumento Web-Based per la gestione
di Cisco Router I0OS individuali

x
Check the "Fix it'* check-box to select fizing the security problem.Click "Next" to continue. You may be
prompted to enter the values if required.

Save Report l Fix All |
~ No. Security Problems Identified i Action 2]
1 PAD Service is enabled 7 T Fisit
2 IP bootp server Servce is enabled I~ Fixit
3 CDPisenabled I~ Fixit
4 IP source route is enabled I~ Fixit
5 Password encryption Service is disabled I~ Fixit
& TCP Keepalives for inbound telnet sessions is disabled I~ Fixit
7 TCP Keepalives for outbound telnet sessions is disabled I~ Fixit
8 Sequence Numbers and Time Stamps on Debugs are disabled I~ Fixit
3 IPCEFis disabled I~ Fixit
10 Minimum Password length is disabled or less than B characters I~ Fixit
11 Authentication Failure Rate is disabled of less than 3 retries I~ Fixit
12 Scheduler Interval is not set I~ Fixit
13 Banner is not set I~ Fixit
14 Logging is not enabled I~ Fixit
15 Scheduler Allocate is not set I~ Fixit
16 Telnet settings are not enabled I Fixit
17 NetFlow switching is not enabled I Fixit
18 |P Redirects is enabled I Fizit =
< Back I Next > I Finish I Cancel l Help I

:: marco misitano :: misi@cisco.com :: © MMV Cisco Systems, Inc. All rights reserved. ::




Adaptive Security Device Manager

(ASDM)

# Cisco ASDM 5.0 for PIX = =10l x|

File Rules Search Options Tools Wizards Help

@

Home

—9%4— L;j ‘ Q S ‘ Q ’ Q o ? Cisco SysTeus

 Configuration Monitoring Back Forward Search Refresh Save Help -

Features
2% FA +EERRE (S
EJB | @ Live Log

Interfaces —-J—D'I‘él
(é_f% — Filter Incoming Messages ~—Find Messages
Security Policy
%é I--Fllter by Text-- LI |1 0.48.82.67 Filter Text: I Find Mext |
NAT
93 Severity Time he
T ; Apr 26 2005 09:20:07 B
@) o) 7 Apr 26 2005 09:20:04 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
S o) 7 Apr 26 2005 09:20:01 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
o) 7 Apr 26 2005 09:19:58 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
‘§5 o7 Apr26 2005 09:19:55 710005: UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.2/1985
Routing o 7 Apr 26 2005 09:19:52 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
é% o7 Apr 26 2005 09:19:49 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
Building Blocks v 7 Apr26 2005 09:19:46  710005: UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.2/1985
o) 7 Apr 26 2005 09:19:43 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
De:ice o) 7 Apr 26 2005 09:19:40 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
Administration o7 Apr 26 2005 09:19:37 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
@ o 7 Apr 26 2005 09:19:34 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
P o7 Apr 26 2005 09:19:31 710005 UDP request discarded from 10.48.82.67/1985 to inside:224.0.0.211985
Wizards ~

|<admin=  |Admin(15) @43 | | [§ 9/8/048:58:29 PM PDT

:: marco misitano :: misi@cisco.com :: © MMV Cisco Systems, Inc. All rights reserved. ::



Multidevice o Policy-Based

I Management Center for Firewalls - Microsoft Internet Explorer < X
D GOt Yew Foordes Tooh e
Chose next

Cisea Srareus

Management Center for Firewalls

Firewall Rules
}m«-— > Corp rd Onngs > bfwenal POx Gringe 3 M

~ (S

I

Commie Porimin -H

l—u"" immm meﬁ o1

] ST

S
35
2| [ A rue e 0
3 —_ T T T N
~ =] v lary sy = Tekrel truo setautt 0
s o | { |
o ol 0 | & oy any Loutsice FIP true cefault 0
=] o lany any outside HTTP true defaull 0
¢ N TR T T TN T
R O v ary ary octtds  NETBIOS-S_[tue ctaunt 0
o O v oy ary outside Uald e cefautt 0
1m | ¥ lany any Insice P true setault 0

. Jnsen || €on|| view| Copr | cutf | Pust || Dete | Duscowr Groves || viewss | -

Eile Edit Mew Mode Action Took Help IS

NEEEIE !—l_ Woel [wo & E NebosesEe

2] Aot wtad. 1718 Beavowm
Astart| | 1 8 yugm-w...lgm-m.."w._ oot vt |

Sdees

Aphabetcal Order ‘

E xtranet
{Partners)

,,,\/Q

Firewal

ah
4 IPSec VPN

r oftice
,,;,;xv ackofce
Agmin
|
| f Remote or
| Branch
1 Shaw Modited Only Offices
| CiSenante Servdcs Shaus Hetwork
L
| Selectng.

- VMS:
cosa é comune ai
dispositivi e possibiita
di configurazione a
gruppi

- Solsoft (Cisco Partner):
gestione multivendor

grafica
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Ruoli e Responsabilita

Activities

Review Deployments

Approve

VS ,i\

Deploy Configs

WO RK FLOW

ey e v

Security Approver Network Approver Network
Admin Admin Operator
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CiscoWorks VMS

. i Firewall IDS/IPS
Supporto per I'intero lifecycle Management Management

P — --—‘

P

Security Management

Multitecnologia Integrato
Operational

Management

Integrazione della
gestione operativa

Miglioramento della

> . . VPN
efficienza operativa

Management
B -ET
Monitoring delle LAl
performances e dei processi
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Tecnologia Call-Home (PIX, ASA)

1

Push Table
of Configs

NMS

Auto-Update

Servers

At Boot or Set
Interval, Call Home
XML/SSL

3

For Unique ID,
Check Config and

Image Match Table |

Initialization of
Auto Update

If Needed, Remote 4

Reply with Update
and Source

5

Preconfigure or' 2

Enter Call
Home Server
Name
Intemet\

SSL Encryption

/;et and Check

Update and Reboot—
Confirmation
Call Home

:: marco misitano :: misi@cisco.com :: © MMV Cisco Systems, Inc. All rights reserved. ::




:: marco misitano :: misi@cisco.com :: © MMV Cisco Systems, Inc. All rights reserved. ::




Security Logging

Events/Sec MB/Hr
Small VPN Gateway 50 27.4
Entry Firewall 100 54.8
High Router 200 109.6
Mid IPS 400 219.2

Strategie:

* Non ne ho bisogno, non loggo.
* Non lo guardo, ma lo loggo.

* Loggo solo cié che mi interessa

- Devo loggare per ragioni legali
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EPS: Best Practices

- Abilitare tutti gli eventi; dopo qualche giorno i report mi
daranno delle figure

* Disablitare eventi che non mi interessano..

Instance Severity Message Rate

(Report | PeriodInput | Chart |
Instance Severity Message Rate

nh-146.127 .99.201

@ \
.g CSPIXIDS:172.16.120.101 s} MajOI' (4)
QO  3:nF application Events o Minor (3)
11:demo i t { { | || Warning (2)
0 10 20 30 40 50 go ™ Critical (5)

Message Rate (msgs/sec)
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Host IPS Management

Cisco SYSTEMS Management Center for Cisco Security Agents Close | Help | About

Monitor Systems Configuration Maintenance Reports Profiler Search Help

N

Systems » Groups » IS Web Servers - Dedicated OTHER GROUPSE

Quick links # High Priority Deny
+ Modify host membership o Allow

+ Modify policy associations 9 -
* Yiew related events Query User (Default Allow)

+ Explain rules @ Query User (Default Deny)

4 Deny

Name —
IS Web Servers - D Yiew All2 rules
Sorin Items : 85 (click the header links to sort)
Description
1D Type Status ~Action Log Description Policy
: 59 Application control  Enabled {} Y Application builder rule, add to Virus scanner Wirus Scanner Module
Detaled ‘ services applications | .
30 Agent service Enabled Q 3£ All applications, modify agent configuration Reguired \Windows System
Target operating sy contrel_ ¢ 0.0.110
Windows & [ 118 Data access control Enabled (/] 1IS and apache Web Servers, Common &.Common Web Server Security 1>
Windows file exploits od
290 Application control  Enabled (/] ¥ Installers, invoke Command shell, regedit, Common Security Module
net, ...
97 Application control  Disabled & Mass software deployment applications, Common Security Module
invoke Installation applications
31 Application control  Enabled L) Desktop interface applications, invoke Reguired Windows System
Command Shells (DOS command line) Module v4.0.0.119
33 Application control  Enabled Q MS User Init application, invoke MS Logon Reguired Windows System
Setup application Module v4.0.0.119
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Sofisticazione della Prevenzione

Risk Rating raggiungere il massimo

dell’affidabilita!

Event

Severity

Signature
Fidelity

Attack
Relevancy

Asset
Value

I+l

Quanto é
pericoloso o
urgente?

Quanto é
possibile che
sia un falso ?

+

E’ rilevante per il
bersaglio ?

+

Quanto é critico il
bersaglio ?

RISK
RATING

Decisione
sulle azioni

e

Meta Event Generator Correlazione
On-box che lega diversi eventi a
piubasso rischio in un meta-evento.

Modella il comportamento dell’attacco
in base a:

- Tipo di evento
- Spazio Temporale

Risk Rating
High A+B+C+D=WORM @
P ——

Medium

S

Event pyent Even

OA ~B D@

O
Event

Low \\\\\\-~__C>C 4_—1////

Time: () 2 4 6 8
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Normalizzazione

L’ambiente di Security monitoring puo6 essere multivendor
Eventi da dispositivi diversi hanno formati differenti
Necessita di processare eventi

Necessita di comparare eventi simili (normalizzati) da
tecnologie differenti




Monitoring Avanzato
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Mitigation

- Layer 2 ,
Shutdown switch port DDoS Guard /

 Layer 3 stop”;

ACE al firewall, int

router, switch Firewall ..“ D
ACL SEastg /

* Route based

Router
Drop o pulizia del traffico inline, ACL
lasciando passare traffico valido N/
(DDoS) P
STOP =
Switch Port Protected

Network

A
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Investigazione degli Incidenti

« Collezione degli eventi di rete

Determinazione di misure di
mitigazione

« Conoscenza di un attacco
* Ricerca ed Investigazione )

3
=0 Matched Rule: Successful Reconn and Buffer Overflow
[& Description: Successful Reconn and Buffer Overflow
Offset|0Open [Source IP |Destination |Service |Event Device|Severity|Counts| ) Action/Operation|Time-
IP Name Close range
1 TARGETOZ WTARGETO1L QJANY Probe/HostSweep/Non-stealth ANY ANY 1 OR
2 TARGETOZ ETARGETOL JANY Probe/PortSweep/Stealth, ApplPolicyViolation/Misc ANY ANY 1 FOLLOWED-BY
3 TARGETOZBTARGETO1 JANY Penetrate/BufferOverflow/DNS, Penetrate/BufferOverflow/FTP, ANY ANY 1 FOLLOWED-BY
Penetrate/BufferOverflow/Mail, Penetrate/BufferOverflow/RPC,
Penetrate/BufferOverflow/Login, Penetrate/BufferOverflow/Web
4 |$TARGETollaNY Jany Info/allSession ANY  ANY 1 0h:0Sm
Incident ID: 38572801 | Escalate | | Expand All | | Collapse all
Offset|{Session / Event Type Source IP/Port Destination IPfPort Protocol|Time Reporting Reported |Path / False
Incident ID Device User Mitigate Positive
1 ICMP Ping Network Sw'eep@ 40.40.1.23 [q]
1 $:105756188, ICMP Ping Network Sweep[d]  f0.40.1.23 [4) 100.14.10 [d) fo[d) 1cMP [4 May 2, 2005 10:41:50 PM CDT HQ-SW-1- False Positive
1:38572801 T idsm[d]
1 $:105756189, ICMP Ping Network Sweep[d]  40.40.1.23 [4) 192.168.1.10 [dlfp [4)  1cmP [4] May 2, 2005 10:41:50 PM COT HQ-NIDS1[d] False Positive
1:38572801 6
3 $:105756238, WWW IIS_ida Indexing Service [§40.40.1.23 [q] 100.1.4.10 [3] W0 [d) TP [d] May 2, 2005 10:41:50 PM CDT HQ-SW-1- False Positive
1:38572800&, overflow idsm
1:38572801 8
4 Built/teardown/permitted IP 192,168.1,10 [a a0 [q)
connection
4 51105756209, Built/teardown/permitted 1P 50 [4) 4000 [4) TCP [d] May 2, 2005 10:41;50 PM CDT HQ-Fw-1[d) False Positive
1138572801 connection
4 $:105756210, Built/teardown/permitted IP 192.168.1.10 [aff23 [q) 001 [4) TCP [d] May 2, 2005 10:41:50 PM COT HQ-Fw-1[4) False Positive
1385728017 connection
4 51105756211, Built/teardown/permitted 1P 192.168.1.10 [a8z1 [4) 4002 [d) TCP [d] May 2, 2005 10:41:50 PM CDT HQ-Fw-1[d) False Positive
11385728016 connection
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Integrazione con

Vulnerability Assessment

* Foundstone, eEye,
Nessus, Qualys, ...

* Tipo di OS
» Patch level
* Open Ports

* Applicazioni e
servizi

* Personal firewall
* Host IPS
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Rilevamento traffico e dispositivi anomali

Misura contro il profilo tipico

« Utilizzo CPU, memoria, utilizzazione /\
del Ilnk Activity: All Events and NotHiaw - Top Destination PortsJlast wwi1dd:ohh _\ | A \
. . ' ‘ ’ D‘r.t View ] [Lagend
« Anomalie del traffico |
- NetFlow e
- Rilevamento attacchi |--
zero day =




Auditing & Compliance
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Criticita dei Security Audit

2} Security Auditor Graphical Report - Microsoft Internet Explorer

Policy Settings - Microsoft Internet Explorer

5 Cisco Sysrems i i
File Edt View Favortes Tools Help Security Auditor
s Audit Graphical Report as of 08/11/2004 13:45:00 PDT for Audit Name: demo
Cisco Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT
Name Schedule [Format| Recipients|Query |Description Status Submitted Time Range
S Activity: Denies - Every Normal MNone Event type: AttacksProtected, This report ranks the destination ports  Finished: Sep &, Sep 8, 2004 Sep 7, 2004 1:07:39 PM
You Are Here: Top Destination hour FirewaliPolicy Violation/acCt, to which attacks have been targetted 2004 1:07:43 PM  1:07:3% PM PDT PDT - Sep 8, 2004
Policy Ports Query Type: Destination Ports ranked but denied. PDT 1:07:39 PM PDT
by Sessions
Tirne: 1dd:0hh:0mm:0ss
Wiew | Al
Expand Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss
lSource 1P IDestination 1P ]Service IEvents Device |Severity IZnne lﬂperation lRule lAction Reported User I
Gl S ecurity AuditoGraphical Heport S Wi ANY ANY ANY attacksProtected, FirewallPolicyViolation/ACL ANY ANY cA None ANY  ANY ANY
bt gecurity A s
M_ Audit Graphic Keywords: [None]

Aurg/Min
4,386
3,986 380
3,586 ;:g
Weighted Score: 37.87 % 3,186 2ot
Overall Total Count: 3546 2,786 220
Policy Failure Count : 2203 2,386 180
Policy Success Count : 1343 1,986 140
Devices Skipped: 0 1,586 100
Devices Checked: 14 1.186 60
786 20 - y i .
Tue 1PM Tue 8PM Wed 4AM Wed 11AM
|Rank ICount (# of sessions) |Raw Destination Port |
\Bottom 10 Devices by Score | [ 1 4704 445 [3)
— 2 3524 80 [3]
3 3349 26686 [4]
Devices: Score % 3183
172.20.126.202: 21.38 4 & 135 @
1722012633 2139 = 5 2531 47683 [q)
1722012684 21.39 || 6 1183
B ;e
172201266: 2133 | 8 768
1722012668 21.39 || 9 684
172.20126.5: 21.39 20 Dea7400 40.23%

sa-7400; 4023

W172.20126.242 42.7%
172.20126.242: 42.7




onclusioni
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Gestione della infrastruttura
Unified Threat Defense

PatchLink, Altiris, Security Management Solution

Security

Patch Auditing/ Auditor

Mitigation Management Compliance

Policy
Mgmt and
Provisionin

g

Performance
Monitoring

Threat
Analysis

(7))
Q
P
o)
©
Q.
©
o
>
il
=
=
(&)
Q
(7))
o
-
>

Vulnerability Niksun

Forensics
Assessment

Monitoring
eEye,
Qualys,
nCircle
Appliances Routers Switches End Points

CS-MARS UTD Network Fabric
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Cisco Security Management Framework

M
Cs MARS ST W

Security
Manager

Netforensics OEM
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La visione tecnologica Cisco a 3-5 anni
Intelligent Information Network:
un approccio globale di sistema

Infrastruttura | Sistemi g 4%, | Risorse e
| di Rete Globali - Applicazioni

s

INTEGRAZIONE
APPLICAZIONI

Rete e Servizi
LApplication-Aware
INTEGRAZIONE

SERVIZI -— #. FASE 3

Virtualizzione delle risorse in rete
INTEGRAZIONE

TRASPORTO { ' FASE 2

Gestione intelligente di Dati / Voice / Video
attraverso un insieme di reti

FASE 1

o
=
o
14
L
[
o
©
c
0
N
O
S
<
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