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e SpamrErehliem

Span:; Unseliciied Emaii(junk mail) Whichioften contains
offensiverandhiarmmitl content.

Risk t0'Security andf privacy

Number 1 email concern!
Junk email represents >60% of email traffic

> 15 billien spam emails sent each day

Low cost of entry: # High profit + Anenymity.
2. All the:eConemicsieVoulrthe Spammes

Who are the victims?

¢ Consumer.— less of confidence

¢ I Secunty, Prvacy & ldentity,
¢ /Seekialternative channels

Merchants & Financial institutions
Brand & Reputation

*) BUsiness interruption and lost revenue

? ) Customer trust & relations

* Fimancial loss

»  Customer defections

Economy.

¢ Efficiency. & preductivity.

¢ . Business process sea change
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HEV IeRaCKIETSpam

-7 Imdustiry: Collaboration & Partnersh’ips“
Govt Partnerships

S Education' & Enablement
Strong Laws & Enfercement B WWW, microsoft.com/spam

V e

|

eMail

Protection Filters
& SmartScreen

&) At gateway, Server
& desktop.

&) Update Service

Prevention Agents

h i S Attack detection
Rroof: Identity & Evidence: s sender reputation
&\‘Sender ID?

! 2 Outboeund filtering
& Computational C€ycles

&I Certificates
&) SenderSafelists

Senders publish IP
addresses of outbound e
e-mail servers in DNS in
an e-maill policy;
151.107.37¢ 40cCU

2.70.119.0.77

.

: ) Receiver
Receivers determine

| f = purporied responsible
'—=18 Sender cemain oif each MESSACE
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INEUSHAASEliEREGUlaHeR

ICC Guidelines;on Marketing and Advertisingiusing
Electronic Viedia

FEDMATEUrepean; Code ofi Practice for the Use of
Personal Dataint Directing Marketing,,

Antispam— A Guideline from The Confederation: oirDanish
Industries and ITEK

GBDe voluntary practices In its Recommendation en
Unsolicited Electronic Communications

Trust.Org
See also:

SRR
WIWIWARICHESEIiECON/SPaI

TECHNOLOGY

SELF-

REGULATION (St CONSUMER

LEGISLATION ENFORCEMENT
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http://www.europa.eu.int/comm/internal_market/privacy/do
http://www.europa.eu.int/comm/internal_market/privacy/do
http://billed.di.dk/wimpfiles/lores/image.asp?objno=/29886
http://billed.di.dk/wimpfiles/lores/image.asp?objno=/29886
http://www.gbde.org/spam03.pdf
http://www.gbde.org/spam03.pdf
http://www.truste.org
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www.microsoft.com/spam
www.microsoft.com/spam

Your potential. Our passion::

tation s for informational purposes only w slied, in this summary

Windows AntiSpyWareis., £

ntiSpyware Betay

Helps protect Windows users
from spyware and other potentially
unwanted software

GLand
VESpyWare

eNntermnet SN GIECHONNIUENTS 50+ Ways spyware gets on a PC

sy safety | B EEe I HIES pyare hased on your preferences

P the CNEGLEIRSIINERERCOMmUnIty elps; identify new spyware
eshithreats W I ENISI B eIl el o hIOaus keep youl up-to-date
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