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Malware Tech Trends...

Phishing is up and becoming more automated

E-mail/Directory harvesting is up — grow your
own

DNS attacks growing

— Domain poisoning

— DNS Hijacking

— Wildcard DNS

New social engineering in spyware/virus delivery: “click
here to close”... relying on look and feel
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Multi-layered defenses

Anti-spyware/virus

Positive Technology Trends

¢ Trends towards proactive as well as reactive
measures

¢ Integrated/suite solutions
¢ Defense across the entire infrastructure

¢ Protection before spam gets into the
enterprise/user system

¢ Ease of use/update




Highlighted Technologies

¢ Host-based Intrusion Prevention Systems (HIPS)

— Proactive, behavioral analysis, seeks potential
malicious actions, may also catch abnormal program
actions and measure against rules

Two Factor Authentication — something you are or
have — password is something you know — Bingo
card to Secure Key

Sender Authentication — Coordinates with ISPs

and benefits senders and recipients, but needs to
be scaleable and affordable.

Anti Spam / Filters

¢ Lexical analysis —phrases/words/Header/keyword

¢ Signature — additive; effective for know spam

¢ Bayesian — Algorithm of attributes — probability of
spam

Natural Language Processing — context-based
correlates text and categories of meanings

Collaborative/Community — group decision
making and posting on spam

¢ Heuristics — more proactive, rules of analysis
¢ Toolkit — blend of the above

Conclusions

¢ Malware is under constant and quicker
development

¢ Anti spam/spy/phish technology is evolving
to be more:
— Integrated
— Effective
— Easy to use/update
— Proactive as well as reactive

¢ Defense in depth/multi layered defenses




