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EDITORIAL

After years of talk, the promise of convergent media is finally fulfilling

itself, enabled by new technologies and supported by consumer demand.

Video on Demand services will certainly have a special place in this new world,
since they permit consumers to access audiovisual content whenever, wherever.

The technical preconditions required for the development of VoD services are
already met, now it is up to the content industry to take advantage of this new
window of opportunity. But rightsholders won't offer their works on the Internet
unless they are protected against unauthorised copying and distribution.

To this effect, the content industry places its hopes on technologies commonly
known under the name of Digital Rights Management Systems (DRMs).

DRMs enable rightsholders to control acces to and use of their content through
technological measures and they can be used by VoD providers to offer new

and attractive services to consumers. However, the practical application

of these technologies may be problematic in some cases.

In 2007, the European Audiovisual Observatory intends to pay special
attention to the development of the VoD market. As an appetizer, this article
provides an overview on recent developments concerning DRMs in Europe,
with the aim of bringing some clarity to the relevant legal issues.
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Digital Rights Management Systems (DRMs):
Recent Developments in Europe

“Why should I pay for something I can get for free?”. This
seems to be the question many music and film lovers ask them-
selves these days. Granted, the “get-it-for-free” culture has spread
among Internet users and beyond. And the reason is that getting
free “stuff” online is all too easy. Digital technologies allow for
perfect and unlimited reproduction of copyrighted material. They
also provide for more flexible ways of distributing content. Espe-
cially peer to peer networks make possible the free sharing of
digital files between a virtually unlimited number of anonymous
users. There is a further question people may be asking them-
selves: “If I am able to do something, why shouldn't I?”. However,
sharing copyrighted material without authorisation infringes
copyright. According to the views of the content industry, this
damages the whole creative chain down to the consumers them-
selves.

In order to protect copyrighted works, the content industry
places its hopes on technologies commonly known under the ban-
ner of Digital Rights Management Systems (DRMs). However, are
DRMs, as the European Film Online Charter! would like them to be,
“secure, cost effective [and] robust” enough to achieve this objec-
tive of protection? It is well known that whenever the content
industry introduces a technological protection measure, there
always seems to be someone able to crack it. And if this “someone”
shares the knowledge with the whole world via the Internet, then
obviously the technological protection in question will no longer
be effective. As Ed Felten puts it: “The usual argument in favor of
bolstering DRM is that DRM retards peer-to-peer copyright
infringement. This argument has always been bunk - every worth-
while song, movie, and TV show is available via P2P, and there is
no convincing practical or theoretical evidence that DRM can stop
P2P infringement. Policymakers have either believed naively that
the next generation of DRM would be different, or accepted vague
talk about speedbumps and keeping honest people honest”.? In
fact, so far technological protection measures have not stopped
p2p piracy, and some experts believe that those measures will
never be effective in an online environment.

Rightsholders think differently. To them, the best way of
fighting this flourishing “get-it-for-free” culture is to deter DRM
circumvention with the help of legislative measures. To this effect,
the so-called WIPO Internet Treaties (Copyright Treaty (WCT)3 and
Performances and Phonograms Treaty (WPPT)%) were adopted in
1996. Their main aim is to provide adequate legal protection
to rightsholders in the new online environment. One of the
obligations contained in the treaties concerns the introduction of
effective protection for technological measures and rights-
management information (Arts. 11-12 WCT and 18-19 WPPT).>
States party to the treaties are required to implement those obli-
gations in national legislation.

DRMs, however, are not only about copyright protection, they
also allow for new ways of providing services to consumers. For
example, let us imagine a Video on Demand company with a
substantial catalogue of films. Whenever users of the VoD services
purchase a film, they receive a digital file on their computer. This
file contains the film, information on the rights purchased by the
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user and a protection system to control the use of the work in
question. Depending on the rights that were purchased, the DRM
will allow the consumer to watch the film during a period of
24 hours (Download-to-Watch) or to watch it with no time limits
(Download-to-Own). Prices are set according to the type of service
provided. This way, DRMs allow rightsholders to control their
content, enabling them to offer different services at different
prices.

However, this increase in control comes at a price for
consumers: some features of DRMs, such as copying restrictions or
the impossibility to play the file on certain devices, may seem
unacceptable to consumers. Consumers may be asking themselves
questions such as: do rightsholders have a right to control every
use made of their works? Are we not, as consumers, entitled to do
whatever we please with the DVDs and CDs we own? In principle,
the answer is provided by copyright legislation when it establishes
exclusive rights pertaining to authors and other rightsholders and
grants some legal exceptions in favour of consumers. Nonetheless,
the practical application of DRMs poses a number of important
questions regarding the delicate balance between exclusive rights
and legal exceptions. Moreover, the application of DRMs may have
consequences beyond copyright law. For example, contractual
clauses applying to some DRM-based services may impose condi-
tions that infringe consumers’ rights. Therefore, some commenta-
tors® argue that the consumer-related aspects of DRMs are or
should be requlated by Consumer Protection Law (e.g. contractual
clauses, access to content or privacy issues). In addition, DRMs can
be used by service/content providers to bundle services/content to
certain devices, and this bundling may preclude competition in
relevant markets. If this were the case, it would be an issue for
competition law.

This article addresses a number of developments concerning
DRMs that have taken place in Europe since the adoption of the
Directive 2001/29/EC. Firstly, the relationship between DRMs and
exceptions and limitations to copyright will be discussed, paying
special attention to the private copying exception. Secondly, the
example of the iTunes Music Store will be used to present issues
that arise outside the boundaries of copyright law. Thirdly, the EU
Initiative on Content Online will be briefly presented. Finally some
observations will be made on the topic of control and trust.

1. DRMs and Copyright in the EU

At the European level, DRMs are protected by Directive
2001/29/EC on the harmonisation of certain aspects of copyright
and related rights in the information society (“the Directive”).’
This Directive aims at adapting copyright legislation to reflect
technological developments and to transpose into EC law the main
international obligations resulting from the WCT and the WPPT.
The obligations on technological measures and rights-management
information have been transposed by Arts. 6-7 of the Directive.

According to Article 6 of the Directive, Member States are
obliged to provide “adequate legal protection” against:
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e Circumvention of effective technological measures (Art.

6(1))

® Trade in circumvention tools (Art. 6(2))

These two paragraphs pose some interpretation problems.
Firstly, the Directive does not define what is “adequate legal
protection”. It is up to the Member States to decide what level of
protection shall be considered “adequate”.

The act of circumvention must be carried out “in the knowledge,
or with reasonable grounds to know, that he or she is pursuing that
objective”. This can be tricky: for example, some DVD players running
on Linux include DeCSS, a descrambling tool to crack CSS protected
DVDs.® If the user does not know that there is an illegal circumvention
toolincluded in his/her software programme, then his/her act will not
be considered as a circumvention act (the user does not necessarily
know that the DVD he/she wants to play is CSS protected either).

The term “technological measures” is to be understood as “any
technology, device or component that, in the normal course of its
operation, is designed to prevent or restrict acts, in respect of
works or other subject-matter, which are not authorised by the
rightholder”. These measures are deemed effective “where the use
of a protected work or other subject-matter is controlled by the
rightholders through application of an access control or protection
process [...] which achieves the protection objective” (Art. 6(3)).
As examples of protection measures, the Directive mentions
encryption, scrambling or other transformation of the work or
other subject-matter or a copy control mechanism. Some argue
that weak protection measures such as the encryption used by
the CSS copy protection for DVDs are too easy to crack to be
considered “effective”. However, the Directive only requires that an
access control or protection process be in place, not that this
technological measure be completely hacker-proof.

As regards circumvention tools, the Directive imposes on
Member States the obligation to provide adequate legal protection
against their “manufacture, import, distribution, sale, rental,
advertisement for sale or rental, or possession for commercial
purposes”. Circumvention tools are “devices, products or compo-
nents”, but also the “provision of services”, that meet one of the
three following conditions:

e they are promoted, advertised or marketed for the purpose
of circumvention;

e they have only a limited commercially significant purpose or
use other than to circumvent;

e they are primarily designed, produced, adapted or performed
for the purpose of enabling or facilitating circumvention.

In principle the Directive only targets commercial activities,
but it also allows Member States to prohibit the private possession
of circumvention tools.’

The Directive also mandates Member States to provide ade-
quate protection of rights-management information (art. 7), that
is, “any information provided by rightholders which identifies the
work or other subject-matter referred to in this Directive or
covered by the sui generis right provided for in Chapter III of
Directive 96/9/EC, the author or any other rightholder, or infor-
mation about the terms and conditions of use of the work or other
subject-matter, and any numbers or codes that represent such
information”. This applies when the information mentioned above
is associated with a copy of, or appears in connection with the
communication to the public of, a work or other subject-matter
referred to in this Directive or covered by the sui generis right
provided for in Chapter III of Directive 96/9/EC.

The following actions are forbidden by the Directive:

e the removal or alteration of any electronic rights-manage-
ment information;

e the distribution, importation for distribution, broadcasting,
communication or making available to the public of works or
other subject-matter protected under this Directive or under
Chapter III of Directive 96/9/EC from which electronic
rights-management information has been removed or altered
without authority.

The same as in Art. 6 of the Directive, the legal protection
offered by Member States is directed against conscious acts: “any
person knowingly performing [the acts mentioned above] without
authority” [...] “if such person knows, or has reasonable grounds
to know, that by so doing he is inducing, enabling, facilitating or
concealing an infringement of any copyright or any rights related
to copyright as provided by law, or of the sui generis right provided
for in Chapter III of Directive 96/9/EC".

1.1. Private Copying and Technical Protection Measures

Article 5 of the Directive contains a long list of exceptions and
limitations to exclusive rights.!® These exceptions and limitations
aim at protecting interests other than those of the rightsholders,
such as interests of the public in general or persons with special
needs. However, what happens when a DRM prevents users from
effectively taking advantage of those exceptions and limitations?
To solve this dilemma, Art. 6(4) of the Directive makes mandatory
that rightsholders make available to users the means of benefiting
from such exceptions or limitations. In the event that rightshold-
ers fail to do so, Member States have to take appropriate measures
to ensure that rightsholders fulfill this obligation.

The Directive has a different approach regarding private copy-
ing: it does not impose on Member States the obligation to act in
favour of consumers, but rather allows Member States to do so if
they consider it necessary. Had rightsholders already enabled
reproduction for private use to the extent necessary to benefit
from it, Member States lack reason to intervene (Art. 6(4)2).

According to Article 5(2)(b) and Article 5(5) of the Directive,
the conditions the private copying exception must fulfill are as
follows:

- it must comply with the so-called “three step test”: (i) this
exception shall only be applied in certain special cases which
(ii) do not conflict with a normal exploitation of the work or
other subject-matter and (iii) do not unreasonably prejudice
the legitimate interests of the rightsholder.

- the copy must be made by a natural person for private use
only: commercial purposes (both direct and indirect) are
excluded;

- rightsholders must remain free to adopt adequate measures
regarding the number of reproductions in accordance with
these provisions.

- rightsholders must receive fair compensation which takes
account of the application or non-application of technologi-
cal measures;

These provisions raise many delicate questions. An important
one is whether all types of private copying comply with the three-
step test. Recitals 38 and 39 of the Directive introduce a distinction
between analogue and digital reproductions for private use. The
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latter are considered to be more widespread and have a greater
economic impact. Member States should therefore take into
account technological and economic developments when applying
this exception.

In one of the most interesting and controversial disputes of
recent times, the French Court of Cassation delivered an important
decision!! on the application of the “three-step test” to the rela-
tionship between technological measures and private copying. The
case involved an individual, backed by a consumer association, who
complained because he had been unable to make a copy of a DVD
he bought (David Lynch’s “Mulholland Drive”) as the technological
measures included in the DVD prevented copying. The individual
and the association claimed that such technological measures
infringed “the user’s right to make a private copy” recognised by
Arts. L. 122-5 and L. 211-3 of the French Intellectual Property
Code. The Court of Appeal in Paris upheld their claim in April 2005.
It stated that there was no exception to the private copying excep-
tion in French law, and that in the absence of blameable misuse, the
making of one copy for private use did not conflict with a normal
exploitation of the work in DVD form.?? The Court of Cassation over-
turned this judgment, on the basis of Articles L. 122-5 and L. 211-
3, which it interpreted in the light of the provisions of the
Directive (which at the time had not been transposed into French
Law) and Article 9.2 of the Bern Convention. The Court first
recalled that these texts included the “three-step test” in question.
It then stated that the private copying exception could not stand
in the way of the application of technological measures intended
to prevent copying which cause prejudice to the normal exploita-
tion of the work. This prejudice should be evaluated on the basis
of the economic effect that such a copy could have in the digital
environment. The Court of Cassation held that taking into account
“the economic importance of the exploitation the DVD release of a
film represents in recouping the cost of cinematographic production,
the private copying exception should cease to exist because it
causes prejudice to the normal exploitation of the work”.!?

Even when the private copying exception complies with the
three-step test, rightsholders remain free to adopt adequate measures
regarding the number of reproductions. A hot issue is therefore to
determine the “right” number of reproductions that consumers
are allowed to make. This issue is not solved by the Directive,
which in principle leaves this decision to rightsholders. In France
the Constitutional Council has decided that in special cases where
private copying may conflict with the normal exploitation of the
work or other subject-matter and unreasonably prejudice the legi-
timate interests of rightsholders, the latter are allowed to limit the
private copying exception to a single copy or even to not allowing
any copying at all.*

Another important issue concerns the question of the kind of
private copying that should be allowed. It is not clear whether the
possibility of simply making a degraded analogue copy is accepta-
ble in the 215t century. And of course, second-generation copies in
digital form may also include DRMs, so that no further copies can
be made of them. These DRM-protected copies may have compati-
bility problems with devices other than those originally conceived
for playing that type of file (including future devices).?

Finally, the relationship between DRMs and the public domain
remains open. Both the WIPO Treaties and the Directive afford
protection to technological measures designed to prevent or
restrict acts executed without the authorisation of the rights-
holder as required by copyright law. What happens then when the
copyright term expires? And when content providers release pub-
lic domain content in a DRM-protected format? Such works are not
protected by copyright (or they are not protected anymore after

the copyright term expires), but as long as consumers have not the
means of breaking the digital lock, they are effectively prevented
from accessing them.

1.2. DRMs and Copyright Levies

Probably the most problematic issue arising from Article 5(2)b
is the relationship between fair compensation for rightsholders
and the application of technological measures. As explained supra,
recitals 38 and 39 of the Directive distinguish between analogue
and digital reproductions for private use. Member States should
therefore take into account technological and economic develop-
ments when transposing this exception into national law, espe-
cially as regards the relationship between remuneration schemes
and technological protection measures.

Compensation for private copying in the analogue world has so
far been achieved in most European countries by imposing levies
on blank media (e.g. on audio cassettes). The rationale for these
copyright levies is that given the impossibility of controlling every
individual act of copying, the only way to compensate rights-
holders for those unauthorised copying activities is to tax blank
media used for copying purposes.

Copyright levies are now increasingly applied to digital equip-
ment and media. In a digital environment, however, DRMs can (at
least in theory) control every individual use of a copyright work and
its remuneration. Accordingly, some suggest that copyright levies
are not justified anymore in a digital environment. In particular, the
combination of DRMs and copyright levies might lead to double pay-
ment. Following our VoD example mentioned supra, if one consumer
downloads his/her favourite film on a VoD service and burns the
copy on a DVD-ROM, this purchase might be double-taxed: firstly,
through the price of purchase, and secondly, through a copyright
levy (if the DVD-ROM is charged with such a levy). Another problem
with levies is that blank digital media such as CD-ROMs or DVD-ROMs
can be used for purposes other that reproducing copyright works:
e.g. people saving their holiday photographs or their professio-nal
work on CDs or DVDs would be unduly paying copyright levies.

The European Commission is currently assessing whether copy-
right levies are being applied to digital equipment and media with-
out due account of their impact on new technologies and equip-
ment.'® The Commission’s main policy objective is to ensure that
the fair compensation systems that Member States establish for
acts of private copying take account of the application of digital
rights management technologies. The provisions of the Directive
concerning the private copying exception have been transposed
differently by Member States and there are divergent policies
amongst Member States on what constitutes fair compensation.
The Commission has concluded that Member States lack agreement
on the interpretation of Article 5(2)(b) and the extension to
digital media and equipment. Levies are unequally applied in
terms of the equipment, media and the amounts charged across
Member States. The availability and use of DRMs have not had an
impact on Member States’ policies so far. The Commission has also
voiced concerns about the lack of transparency concerning the
application, collection and distribution of copyright levies to
rightsholders. This problem could hamper the move to a knowledge
based economy and the fulfillment of the Lisbon Agenda goals.”’

The Commission is currently considering three options:
1. To do nothing at all and let the market develop by itself,

which was the option chosen by the Commission for the
period 2001-2005;
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2. To amend the Directive and in particular the provisions
dealing with fair compensation for private copying by
removing the flexibility accorded to Member States to deter-
mine the mode and level of fair compensation;

3. To establish guidance or criteria, by way of a recommen-
dation which would:

e assist Member States in identifying the availability and
use of digital rights management technologies; and

e provide for transparency in relation to the application,
collection and distribution of copyright levies.

According to Commissioner Charlie McCreevy, “The key question
is whether existing levies imposed on digital devices should be
reduced or phased out and be replaced by direct payment
systems”.'® But which kind of remuneration will exist for works
that are not protected by DRMs? Or for reproductions made from
radio or television programmes? These and other issues will be
indeed addressed by the Commission in its proposal on Fair
Compensation for Private Copying.®

1.3. Exceptions & On-Demand Services: Depending on the Kindness
of Strangers?

The rules concerning exceptions and limitations described
supra do not apply to on-demand services. According to Article
6(4)4, these provisions “shall not apply to works or other subject-
matter made available to the public on agreed contractual terms
in such a way that members of the public may access them from a
place and at a time individually chosen by them”. Recital 53 of the
Directive justifies this approach by expressing the need to ensure
a secure environment for the provision of interactive on-demand
services when such services are governed by contractual arrange-
ments. Non-interactive forms of online use (such as the retrans-
mission of television programmes over the Internet) remain sub-
ject to the provisions contained in Art. 6(4)1 to 3.

Article 6(4)4 is somewhat contradictory: it does not state that
limitations or exceptions are not applicable to on-demand services.
Nevertheless it leaves in the hands of rightsholders the (technical
and legal) means of preventing the effective benefitting from
those limitations or exceptions. Paraphrasing Tennessee Williams,
users will “depend on the kindness of strangers”? (in this case
rightsholders) in order to benefit from exceptions and limitations
to copyright provided for by law! This rule may have important
consequences for the future of copyright, especially as on-demand
services are expected to become the standard content distribution
channel in the future.

Just imagine the following situation: an Internet music shop
sells DRM-protected songs to the public “on agreed contractual
terms” (e.g. via a so-called End User License Agreement?!). The
terms of this agreement define which uses are allowed, therefore
substituting the system of exclusive rights as well as the exceptions/
limitations established by traditional copyright law. Technological
measures control these uses, and according to Arts. 6(1) and 6(4)4
there is no legal possibility of circumventing those technological
measures. Some may say that for those who want to benefit from
exceptions there is always the possibility of buying a CD contain-
ing the same music from a shop. So far so good. Let us now assume
that one day the recording industry decides to stop distributing
music on CDs to use the Internet as the sole distribution channel.
In practice, contractual clauses would override rules on exceptions
and limitations and it would therefore be up to rightsholders to
graciously offer (or not) the means needed in order to benefit

from those exceptions. Marketing considerations may incline
rightsholders to kindness, but this remains to be seen...

2. Beyond Copyright:
the Case of Apple’s iTunes Music Store

2.1. Interoperability

In 2003, Steve Jobs, Apple’s CEO, explained during an interview
his views on the future of digital content distribution. At the time
he was distrustful of technological protection measures: “When we
first went to talk to these record companies -- you know, it was a
while ago. It took us 18 months. And at first we said: None of this
technology that you're talking about’s gonna work. We have Ph.Ds
here, that know the stuff cold, and we don't believe it's possible
to protect digital content. [...] it only takes one stolen copy to be
on the Internet. And the way we expressed it to them is: Pick one
lock -- open every door. It only takes one person to pick a lock.
Worst case: Somebody just takes the analog outputs of their CD
player and rerecords it -- puts it on the Internet. You'll never stop
that. So what you have to do is compete with it”.??

Apple’s strategy to compete with piracy was to create the
iTunes Music Store,? probably the most successful music platform
on the Internet. It was opened on 28 April 2003, and since then it
has sold more than 1 billion songs worldwide (over 200 million
in Europe). However, even if Steve Jobs does not trust technolo-
gical protections, the iTunes Music Store uses a DRM technology
called FairPlay, which is built into the QuickTime multimedia tech-
nology and used by the iPod (a very popular portable multimedia
player?4), iTunes software, and the iTunes Music Store. Files sold on
the iTunes Music Store are encoded with FairPlay, and this DRM
decides on the usage that can be made of the files.

This seems rather paradoxical: if (as Steve Jobs himself arqued)
DRMs are ineffective in preventing piracy, why did Apple include
them in files sold on its music store? Of course, the recording
industry is determined not to put their content online without
technological protection. And even if technological protection will
never be 100 per cent sure, it can be argued that this protection
may be enough at least for “keeping honest people honest”. But
there may be further reasons. According to Felten, DRM-advocates
have shifted to new arguments: firstly, they argue that DRM
enables price discrimination (different prices for different ser-
vices), which may be a good thing for both business and con-
sumers. Secondly, they think that “DRM helps platform developers
lock in their customers, as Apple has done with its iPod/iTunes
products, and that lock-in increases the incentive to develop
platforms”.?> Indeed, the couple iPod/iTunes is key to Apple’s busi-
ness in the market of music downloads. Apple’s business strategy
seems to be based on selling iPods rather than on iTunes sales.?
Thanks to FairPlay, the only portable player that can play music
files purchased on iTunes is the iPod. Consumers wanting to play
songs bought on iTunes on a portable player have no other option
than using an iPod. Moreover, DRM-protected songs bought on
other platforms cannot be played on an iPod.

0f course, what is locked for consumers is also locked for com-
petitors. The iTunes/iPod couple’s success has spurred a host of
critics, including legal and legislative action. Some competitors
argue that FairPlay’s lack of interoperability could have a negative
impact on the market of music downloads and hamper competi-
tion. The European Commission considers that DRM interoperabi-
lity is a prerequisite for the effective distribution and access to
protected content in the Internal Market and that consensus
among stakeholders is necessary to achive this objective.?’
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But how much interoperability is really needed in a new mar-
ket? Is it true, as one critic voice puts it, that DRMs circumvent
competition?? In such a case, is legislative intervention needed?
or is it true, as some analysts think, that for this new market to
develop a market player's dominant position is not bad after all??*

The French Competition Council recently had an opportunity
to make a pronouncement on all those questions in a complaint
filed by VirginMega against Apple.?* The complaint’s aim was to
force Apple to license Fairplay to VirginMega for use in its online
music store. The DRM used by VirginMega, Microsoft's WMA,
was incompatible with the iPod, which only accepts Apple’s Fair-
Play. Therefore, consumers purchasing music files on the Virgin-
Mega music store could not play them on iPods. VirginMega con-
sider that in France Apple had a dominant position in the market
of portable music players as well as in the market of music down-
loads. It also put forward that having access to FairPlay licences
was necessary to operate an online music store, and that this DRM
was an essential facility. The refusal to licence FairPlay would
therefore be an abuse of Apple’s dominant position in the market
of portable music players. This refusal would also lead to a lack of
DRM interoperability that would harm consumers’ interests.

Apple based its refusal to licence FairPlay to third parties on
fears of weakening iTunes’ security. Besides, Apple’s contractual
relationship with the majors imposed on the former to keep total
control on how third parties would use FairPlay. This would be a
difficult and expensive task, and Apple preferred to use its finan-
cial and human resources instead on introducing iTunes on new
markets and in fighting against piracy.

The French Competition Council found that the only possible
reason to find for VirginMega would be to agree with the notion
that FairPlay is an essential facility. The Council based its decision
on previous French and European case-law. For example, in the
recent case of IMS v. NDC,3! the Court of Justice of the European
Communities considered that in exceptional circumstances a domi-
nant undertaking is obliged to license its intellectual property
right. The case concerned an undertaking which held a dominant
position and owned an intellectual property right in a brick
structure® indispensable to the presentation of regional sales data
on pharmaceutical products in a Member State and refused to
grant a licence to use that structure to another undertaking which
also wished to provide such data in the same Member State. The
Court concluded that, in order to consider such a situation as an
abuse of a dominant position within the meaning of Article 82 EC,
the following conditions must be fulfilled:

e the undertaking which requested the licence intends to offer,
on the market for the supply of the data in question, new pro-
ducts or services not offered by the owner of the intellectual pro-
perty right and for which there is a potential consumer demand;

e the refusal is not justified by objective considerations;

e the refusal is such as to reserve to the owner of the intellec-
tual property right the market for the supply of data on
sales of pharmaceutical products in the Member State con-
cerned by eliminating all competition on that market.

According to the French Competition Council, a facility may be
essential if it has no real or potential substitute. Additionally a
risk of precluding competition must exist and there must be a
causality link between the dominant position and the abuse of
that dominant position. The Council decided that these conditions
were not met for the following reasons:

e The main use of legally downloaded music (in 2004) was
listening, stocking and managing music files on a computer,

as well as creating compilations on CDs. Use on portable
players was considered to be insignificant .

¢ Files downloaded from VirginMega can be turned into MP3 or
AAC files (DRM-free formats) via a computer and then be
downloaded to an iPod. This is an adequate and legal
workaround to the interoperability problem.

e There are many portable players on the market that are
compatible with Microsoft’s WMA. Files sold on the Virgin-
Mega music store are compatible with these players.

e ITunes’ success on the market of music downloads can be
explained by a number of reasons unrelated to FairPlay
(notably pricing and consumer-friendliness).

e The Competition Council could not find enough reasons for
thinking that competition would be hampered, given the
intense competition and the number of new entrants in the
market of music downloads.

The interoperability issue became so widely discussed?? that the
French legislator decided to look into this matter when amending
existing copyright legislation. On 30 June 2006, the Act on copy-
right and neighbouring rights in the information society (better
known as the “Loi DADVSI”) was adopted.** This act aims at trans-
posing (rather belatedly) the Directive 2001/29/EC into national
legislation. The adoption of the French DADVSI Act was a rather
complicated political exercise. Both chambers introduced extensive
changes to the bill originally tabled by the Government, which had
been severely criticised by the opposition and even by some MPs
supporting the current French government. One of the most con-
troversial issues was the introduction of an interoperability excep-
tion, which was considered by many as directed against Apple’s
iTunes Music Store: the new Act introduced sanctions for the cir-
cumvention of technological protection measures, but these sanc-
tions would not be applicable to acts which aim at achieving inter-
operability. However, the French Constitutional Council decided that
this exception was contrary to the French Constitution. According
to the Council’s decision,* the notion of “interoperability” consti-
tutes an exception to a criminal law provision which aims at pro-
tecting technological measures. Therefore, this notion has to be
defined in clear terms, otherwise this would be contrary to the prin-
ciple of legality and proportionality of criminal offences and penal-
ties. The Council concluded that the notion of interoperability was
not defined adequately and therefore the exception would be uncon-
stitutional. The act also introduced a “regulatory authority for tech-
nological measures” entrusted a.o. with “ensuring that the techno-
logical measures do not, by their mutual incompatibility or their
inability to interoperate, result in further limitations on the use of
a work in addition to those decided on by the rightsholder”. Matters
could be referred to this independent administrative authority,
which comprises six members (magistrates and qualified individu-
als), by “any software editor, technical system manufacturer or
service operator” to obtain the guarantee and the information
necessary for interoperability that may have been refused through
a conciliation procedure and, as appropriate, sanctions.

The European Commission does not seem to be too concerned
about iTunes’ lack of interoperability. According to Charlie
McCreevy, “if consumers want a seamless system that marries the
music they buy and the player they listen to - why shouldn't they
have it, especially if it doesn't distort the market or prevent
others from entering? If people don't like one product or approach,
they will vote with their wallets and go elsewhere”.*

2. 2. Contractual Clauses

DRMs allow rightsholders to impose on consumers contractual
terms on a “take-it-or-leave-it” basis, leaving consumers with
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little or no bargaining power at all. This raises a. o. questions of
transparency and fairness. As much as technological innovation
should not be achieved at the expense of rightsholders, the fight
against piracy and the search for economic growth cannot exclude
consumer rights. In this line of thinking, a British report®’ recom-
mended a.o. that the UK Office of Fair Trading (OFT) bring forward
appropriate labelling regulations so that it will become crystal
clear to consumers what they will and will not be able to do with
the digital content they purchase.

The contractual clauses used by the iTunes Music Store have
been criticised in different European countries. In Norway, the
Consumer Ombudsman recently declared that iTunes’ standard
customer contract violates Norwegian law.3® According to a letter
sent to Apple by the Consumer Ombudsman, some of the contrac-
tual terms applying to the online music service are in breach of
section 9a of the Norwegian Marketing Control Act.* This provi-
sion concerns unfair contract terms and conditions. The terms in
question concern (i) the contractual locking of purchased music to
the iPod, (ii) the requirement that consumers accept English con-
tract law as governing law, (iii) the disclaiming of all liability for
damage that the iTunes software might cause and (iv) the provi-
sions enabling iTunes to alter usage rights to already purchased
files. Furthermore, the Consumer Ombudsman considers other
terms that are likely to be unlawful, like iTunes’ negligence to
respect the statutory consumer right to cancel a purchase made by
distance-selling within a certain time-limit. The Consumer
Ombudsman examined whether iTunes’ practice of geographical
price discrimination might be unlawful. In Europe, the iTunes
Music Store works at a national level, i.e. users from a given EU
Member State can only purchase music at their national iTunes
Music Store. This allows iTunes to charge different prices in
different EU Member States. Also, the Ombudsman is not quite cer-
tain whether technological protection measures as such can be
considered as unreasonable terms under section 9a of the Market-
ing Control Act, whose wording targets unreasonable contractual
terms. Apple submitted its response in August and is in talks with
consumer agencies in Norway, Sweden and Denmark, hence the
case is still pending.“

Concerning iTunes’ practice of geographical price discrimina-
tion, the European Commission is currently analysing a complaint
submitted by the British consumer association “Which?” to the UK
Office of Fair Trading.*! “Which?” complained that UK users were
unable to benefit from cheaper prices charged in other European
countries. The OFT referred the case to the European Commission,
because the latter is better placed to consider this matter, in light
of the fact that iTunes operates in more than three EU Member
States. OFT also stated that the Commission is in a better position
to address the questions raised by “Which?” in the context of single
market issues relating to the licensing of copyright for online ser-
vices.”? The Report mentioned supra also recommended that the
Department of Trade and Industry investigate different single-mar-
ket issues including geographical price discrimination inside the
EU, with a view to addressing the issue at the European level.

Regarding this case, the European Commission seems to take
again a wait-and-see attitude. According to Philip Lowe, Director
General of Competition, the European Commission does not regard
this issue as an instance of major concern until seeing further mar-
ket developments, especially since Apple obtained its strong market
position in open competition with many similar players.*
Concerning this question, the German government has announced
that it will promote a charter on digital rights during its next pres-
idency of the European Union (January-June 2007). This charter will
deal with consumer rights’ issues. Germany has also announced a
digital rights conference to be held in March 2007.4

3. Next Steps

After years of talk, it seems that the promise of convergent
media is finally fulfilling itself, enabled by new technologies and
supported by consumer demand. In Commissioner Reding’s opin-
ion: “Broadband communications and the convergence of net-
works, services and devices are right now paving the way for a
new phase of growth and innovation”.*> The European Commission
intends to encourage the development of business models and to
promote the cross-border delivery of online content services, cre-
ating the preconditions for a true European single market for
online content delivery. In order to gather information on this
topic, the European Commission recently launched a public con-
sultation on Content Online in the Single Market.*6 It included
sending a question-naire to stakeholders which reflects some of
the challenges to EU policies from the point of view of the DG
Information Society and Media as well as concerns/ideas previ-
ously expressed by groups of stakeholders. As regards DRMs, the
Commission is interested in knowing more about DRM robustness,
transparency and user-friendliness, as well as the interoperability
between devices. Input to this consultation will help shape a
Commission Communication on Content Online. This Communica-
tion (together with the future Commission’s proposal on Fair Com-
pensation for Private Copying) will hopefully shed some light on
the questions raised above.

4, Is Control Better than Trust?

Lenin is quoted to have penned the aphorism: Trust is good,
control is better. It sounds pretty much like the idea behind DRMs.
You may trust your customers, but it seems much better to be able
to actually control what they can do with your content. Mistrust
is indeed a very human reaction and, given the current levels of
copyright infringement, a quite understandable one. However, too
much control over what consumers can do with the content they
purchase (especially if this control infringes consumers’ rights)
may lead them to choose less constraining options or turn to
illegal ways of obtaining content.

Aware of the risks of an excessively “Leninist” stance, the con-
tent industry has the difficult task of finding a balanced approach
that takes into account consumers’ interests and rights without
sacrificing copyright protection. Normally business models are
based on consumers’ acceptance, but it is probably too soon to tell
which models will be successful in this new market. If most online
stores currently use DRMs, there are others like eMusic.com that
prefer to sell music in the unprotected MP3 format.#” Also more
and more self-producing bands are cutting the middleman out and
selling their songs directly on the Internet without DRMs.4®
Besides, a new generation of business based on free content is
appearing. Take the example of SpiralFrog.com, a new online music
store which will offer advertising-supported legal downloads of
audio and video content licensed from the catalogues of the
world’s major and independent record labels. For its part, the
popular video exchange website YouTube.com is currently seeking
rights to thousands of music videos, and it states that any busi-
ness model it decides to adopt will offer the videos free of charge.*
Some even go as far as to predict that the future lies in adverti-
sing-supported rather than in DRM-protected content.*

Whatever the future will look like, an act of balance (not
necessarily based on trust but rather on convenience for both
parties) will be required in order to provide content for the public
and remuneration for those involved in the creative chain. This act
of balance could be summarised with the following quote from
Shakespeare: Love all, trust a few, do wrong to none.>
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