((EITIF
N P @ OFHEAT LRSS

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

¢ BICTE 24 AH/AS
RALEABY
Development of ICT in China

and
Information Security Conditions

FEBRFERITILEEAS AITHRBK SRS
China Electronic Information Industry Federation

Executive Secretary General, Gao Sumei
Nov, 2016



(GZITIF
ﬂ % Content - P @ b F 45 AT ALFEA A

REICTF kA& R,
Development of ICT in China

PEEERRERRERFR
Environment of Info Security

In China

PEEERERRER
Key Area of Info Security

in China



: (((EITIF
N vmerpaminss

« China Information Technology Industry Federation

FREICT k& R
||‘ 1 Development of ICT in China

é N

AESR, WEICT™ LR RHE L RAF, TR T B H RS BERtl R A BEAi A A
i, BRI, POLBEEERIAWIRT:, H 808 G E K R
MSe e R WK E RETHI KA I1% 597 % B & BIH 15,
ETHBUR R EERE ) A4 SEAR 55 58 ) BT - B -

- Development of China ICT industry is growing well in recent years, forming a
solid foundation of network and users then constantly improve the ecological
industry chain. ICT sector has become the leading force for innovation, driving
the national economic growth, leading the new engine of industrial
transformation and new platform, which enhanced the governance capacity

and public service ability.
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I. 734 #% 1%z ¥ %Industrial scale continues to expand

BAL: 276 (ART)
Unit: 100 million (RMB) 2011 2012 2013 2014 2015

LEREISYibA LN
Electronic manufacturing 74909 84619 93202 103000 111318
industry revenue

KA BB AR 551k
Software and Info 18849 24794 31000 37000 43249
Tech services

MR LS . 9880 10763 11689 11541 11251
Telecom service revenue

A\
ICTf%ikl&)\ﬂﬁnﬁ. . 103638 120176 135891 151541 165818
ICT industry revenue size

FE AR T2RE N 201548, PEFHL BT R0 5IER18.1ZE 1.4L6H
3 MLHER - FXGUIB, JeLF s KIHREHME LEDE MR ARG RN K

Main products are among world's top.In 2015, China's mobile phone, TV and computer production
each reached 1 billion 810 million, 140 million and 310 million. Emerging areas like optical fiber and
cable, solar cells, LED tube, LCD panels, etc. are also of fast growth.
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2. 7 & ¥ 2 & 4« Continuous optimization of industrial structure

LMY Structure dimension 2011 2015 # 1F Features
R 1 ol B A BB M) H & A
20: 80 30: 70 Software and hardware are balanced

Software to hardware Ratio

LT B A B 450 S0
Domestic sales Proportion Tl A 2h 1) H 2% e

HL P43 B Sk Y - Lo Growing power increased
Domestic investment Proportion ° °

SR BB R4S B

Proportio; of info tech service in 48% 52% Servi Hﬁt‘r%gk’:é% Z:Hﬁtﬁ}‘li hlicht
software industry ervice trends continue to highlig
R s R G5 2l 45 1K B ES

Proportion of non-voice business in

telecom industry 43% 58% Less reliance on traditional voice
business
oo — [ B 4B T0%, 2R 25% AU 20154 Tk MRS 20001276
New Monitors Domestic self-sufficiency rate more than 70%, Cloud Computing 2015 market size more than 200 billion RMB
more than 25% of the world ,
.................................................... Y e ——
H 35 R HL o A i 83 80%, A ER T o § o~ i
?%ffb%’“é%i#‘ﬁ %ﬁgm% ° j;%:jﬁ B EEM, B RO G,
Mobile In'ielllgent _ Big Data .
Terminals proprietary brands smart phone : more than 80% of the Government pays attention and successful
domestic market, more than 40% of global market cases continued to enrich.
.................................................... o
.................................................... )

WV /S s e



. % @ICT# &% & # % Development of ICT in China N vEeFEOaEReS

« China Information Technology Industry Federation
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Chinese electronic information enterprises pay more attention to R&D, industry chain is constantly improving the short board.

More R & D'investment, fruitful innovation

rh [ BT BT B R RN R ES%; Hid: B ERAEBRMIN6%, HAFE B ARG BBAIVIER10%. 201 14E-20154E, HBTE
BSUEUR W % )3 888 1 20%

average R & D investment intensity is 3%; of which electronic information Top 100 enterprises 6%, software and info tech
services Top 100 enterprises 10%. 2011 -2015, annual growth rate of invention patents in the field of electronic information is

more than 20%.

IR S == e 5ty System gradually improved

>R IR R TIE B 164K, 28GR LB/ NI B

»Integrated circuit design level :16 nm, small-scale production level: 28 nm
> RSN R =57 NLE R RE B S

»High performance computer Tianhe 2 ranked the Top of world supercomputer

> HEAGEARFFEIRIAT], SGHFR BRI

»Original 4G technology gained global reputation, world leading 5G R&D
>EVEE PR TSRS TR oE £ v A5 [ B e I R A

»Successfully published international standards of Cloud computing,

IOT,RFID, coaxial communication cables and other
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4. 1% & A A% %% % 3 14 Information infrastructure to accelerate the upgrade

Hh [ A LA ORI AT MR, SEA S THRGE, SN, TR ROKSF AR N RE ) S5 B

Infrastructure construction upgraded, broadband network transformed, capabilities of optical fiber increased

S EEIRBEREIIRF, #i1lE20154K Information communications capabilities enhanced, by the end of 2015:

KN (FTTH) 30269124, KH56.7%
: Fiber access (FTTH) port 269 million, accounting for 56.7%

million 210 thousand, accounting for 68.7%

JCAR B B REIRFN2487 0 B, GELESAEIY I 1E15%
Cable line total length : 24 million 870 thousand km, growth rate more than 15%
for 5 consecutive years

Beanas a5 5467 54, 3G/AGHME321 54, H68.7%
: Mobile communication base stations 4 million 670 thousand, 3G/4G base stations 3

2014450 T A R B G T HBRA R, HESCR KRR T

7 New national backbone direct access points in 2014 of great efficiency

Direct communication network with more than 30 countries and regions

Il o o 2 A Jry ik — 20 5835, Y 1A A 51152666

Improve International network layout , export bandwidth of 5266G

- . 15304/ [ 5 A [X SIS 15 I 4% 134
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. % @ICT# 2% & %A% Development of ICT in China

S. 3 H{rie1LwARFRH Support the level of information technology

Hr EEICT 7l R B &2 J i a7 et 2 fs BALK PRI B 351 - y

Rapid development of China's ICT industry led to a steady improvement of whole society

A 724588, Manufacturing Area

K B8 Ao B AL BT R R 85%, Kt L EHIEALAT0%,

Digital rate of large and medium-sized manufacturing enterprises is 85%, key process control rate is 70%

4 5ESTIE,  Life Area

M By MR MegthlkZE S & B Online shopping, entertainment, and entrepreneurship flourish.

Wil Item 2011 2012 2013 2014 2015

ME% (FA)
Number of Internet users 51310 56400 61758 64875 68826

(Unit: 10000 people)
BRMERE 38.3% 42.1% 45.8% 47.9% 50.3%
nternet penetration rate
FRNRAL 69.3% 74.5% 81.0% 85.8% 90.1%
obile users rate

MsEEE (54 <—)
Number of sites (Unit10000) 230 268 320 335 423 -
P4 2 B AL (L) -
Online shopping transaction 0.8 1.2 1.9 2.8 3.8

size ( Unit :trillion RMB)
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"‘ EFEI%'E&":@?QE%E. Environment of Info Security In China

7~

B2 AR PARERTE, {58 ZarEEEH RN 2.
fHR, 1EfE BZeMREIEN brs AA REBEH R
JRIB A W5 o

The level of China's social information is constantly improving, the
importance of information security has become increasingly
prominent. However, in the information security related regulations,

standards, personnel and management and other aspects of the
development is still relatively weak.
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1. A% DEA$EINE L%EA Information security is of great importance globally

Bt e BRI DR K F A5 I8 % 4 B R I T 3 i 403

With the rapid development of information technology, information security has become a new field of competition

#RF 5H M #EQ Hthda g, W@

15 [EZR
OthejllfiDeve?oping

2= Active plans on network Countries Response and coordinate
v KRBT M 4% Z A MG FR 4> (2013) COVEEE: SRRy GBikR)  (2011)
v'Framework for Improving Critical Infrastructure v'Britain: Network security strategy (New Version) (2011)
Cybersecurity(2013) O OVEEE: CERRGBERME 2R (2011)
v «EEMNEITHBRY (2012) v'France: ANSSI- Information systems defense and
v'Cybersecurity National Action Plan (2012) : security strategy (2011)
v A TR (2011) DOVEEH: MRk (2011)
v'Strategy for Operating in Cyberspace (2011) v'Germany: network security strategy (2011)
v« g I E BRI > (2011) LV CERMBRLREY  (2011)
v'International Strategy for Cyberspace (2011) v'Netherland: National Cyber Security Strategy (2011)
v KL A TR ATE A AEEI R (2011) VR <MLy (2011-2015)
v'National Strategy Trustedldentities v'Czech Republic: "network security strategy" (2011-2015)
Cyberspace,NSTIC (2011) VERBE: &4 HEIEY  (2013)
vV KEZE MK ARy  (2003) v'European Commission : Cybersecurity Strategy of

v'National cyberspace security strategy (2003) the Ecigan Union  (2013)

12/12/16
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1. A% DEA$EINE L%EA Information security is of great importance globally

i RSS2 SV ELV STV I ) = S e A2 o PN S L & TR e

With the rapid development of information technology, information security has become a new field of competition

4 Z2%9., #1288 continue to follow up

VERBET: «EHF “IEEML” HEy  (2011-2020)
v'Russia: National Information Society (2011-2020)

VEHE: «EZRMKZEBERY (2011)
v'India: National Cyber Security Policy (2011)

ViEhE: «ERMSGZELER»  (2011)

v'South Korea: National network security comprehensive plan (2011)

VIMER: M4y (2011)
v'Canada: Network security strategy (2011)

=4 =
VEA: CEREFEBR2ENE  (2010) S

v'Japan: National information security strategy (2010)
@ o,
\\ @
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2. ¥ B L&A THE 7 @ China's information security market is broad

¥,

HE G

* 7 Key Index :
B Key China account for
4£¥k Globe tpE China

MERER (IZN) P AR ) R R L E I 20%
Number of Internet users 31.74 6.88 more than 20% the number of Internet users
(Unit: Trillion) worldwide
FL& M%&$ (%) 46 4 50 3 [ Sy S R =P Y
Internet penetration rate : : 3.9 % higher than the global average
g A ER (54 L

. : ﬁé}*ﬁfg IE\E H:E]i%ﬂ 10%
'(1‘8:1?%11\18083; egistered domain 31150 3102 10% of the total number of global domines
BHERMNEANRE (ILA) M2 BRELEIAF]12.8%
Mobile Internet access device 70 .99 Accounting for 12.8% of the global share

(Unit: 100 million)

12/12/16
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3. {2 L&A F 28 %% & Rapid growth in the size of the information security industry
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20154F, H EfE B % e BEE T AR 2061250, Hptkiidg
MUBE13MLIE, Biss TMBELIT, & it410445E;
2011-201 544 448K 523%

205. 92 In 2015, China's information security hardware market
size is of 20 billion 600 million RMB, software market size
is of 11 billion 300 million RMB, the service market size of
9 billion 100 million yuan, a total of 41 billion yuan;
2011-2015 annual average annual growth rate of 23%.

20104 20114 20128  2013F 20144 20154

n EERELBHTHNE: LR 100 91.06
113.22
84. 82
67.97
51. 07
39.38
29. 65

2011 2012 2014 2015

2010&F

2011%F 2012&%F 2013%F 2014%F 2015%

ERELRETHNE L7
" EEEANATENE TE m BESEMEHENR L7
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4. ¥ D1ZLEALAKHIEG DAE The difficulties faced by the development of information security in China

W B 22 L BRI AR A R Ak, IREERE D AR T

China's information security industry overall environment remains to be optimized, the ability to protect the security needs to be improved.

[ [ Y
i;—ﬂl!r oAAil ] N,

dustryite #mo?ogy foundation is weak | tHoINA /Il Lack relevant talents

B 3 BRI 072 R SMRAE IE» HER D ronmum. pmERNEEKSEASTE, B
K ERUE IR R S0 %A AAHELA

China's key information technology and core .
Y ) & Talents of global mindsets are not enough;

products are highly dependent on external

dependence, the basic software is mainly by foreign

brands.

in urgent need to establish a professional
and perfect information security personnel

training mechanism.

o
an regl;Tatlon construction lag behind

HIEFERGRY BNERZ2EH. HRBA™

ML MR WEFR )P %7, N B

i H LR FIERGERT Sy B %A BT T ISP ACR; A
" ! NP5 B2 2RI, R HA NP A S 45

For important information system protection, B2k

government information security management,

: ) : Information security lags behind the world
information technology products security

] ] ” ] average level; private user information security
review, cybercrime evidence collection

I awareness is indifferent, very few purchase

procedure, etc. ; 5 . .
I ' information security service.




(GZITIF
ﬂ % Content - P @ b F 45 AT ALFEA A

REICTF kA& R,
Development of ICT in China

PEEERRERRERFR
Environment of Info Security

In China

PEEERERRER
Key Area of Info Security

in China

I

12/12/16




(G:ITIF
ﬂ % Content N PEeTH LT LESS

FEEERERRER

Key Area of Info Security in China

W RS B %205 T NLIE SR R AR AL TR HE
W, HEZEPVARERE. ERAEBSREMKRER ¥
O FERHAE S DRBaE [ B 511 S0 S5 5 v W HERE ) BEE— 20
Ko

China's legislation on information security, the level of protection
and standardization work steadily, the development of the
information security industry are in good conditions. National
policies and regulations in the construction, the core infrastructure
capabilities, international cooperation and exchanges are the
aspects for further development.

12/12/16
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MR T EZLEANLBRENAE

Speed up the improvement of information security related laws and regulations system

H L R SRR B % 4 BT ES g, A T — RIVBURTE MR B 22k, REEEZELLR.

China will increase the network and information security as a national strategy, the introduction of a series of policies and
measures to strengthen the construction of information security, and promote the development of information security industry

PRAGZSHEBHEIATDA -

201452827H

B ccrmmsmn ki R
B cosmss i

i B R R 92 2 T
BEIUL»

T R 924 A BB AR IR AT
s %2 4 AE KRR B 1S SR LY

B ccr smmmn e e

RRHWIE
PRPEZLHEREASNEANIAE

i LAy B R A
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AT <EREEAHE LR RN o MPHEEICT PRI, b ERE B Z 2R AR,

((EI%%@%E%FLEE?EJ&*N%)

Outline of development of national

integrated cwcwt industry

N\IRIFPE 35 7 8 assurance measure

MARRESH Vi ORI U L K RN AL
) v'Leading group for the development of the

Four major development tasks national integrated circuit industry

RS RIS R B Il | | 7B BOIERP S

»>Focus on the development of integrated v'Establish national industrial investment fund

circuit design V=, MRERSIR

TN K AR L I ) o vIncrease financial support

»Accelerate the development of VI, HERhiE IBUKCCRIBUR

integrated circuit manufacturing. ¥Refine tax support policies

> =R TS R & R IK . VESTL, NG 4 R SERRE PR G R 5

»Improve the d evelopm ent level of advanced v'Strengthen the use of reliable software and hardware

packaging and testing industry VTN, RALA GHTRE T B

> 0 S Rl A2 ok L IR e X 4% T ) o v'Strengthen the construction of enterprise

>Break through the key equipment and innovation ability

materials of the integrated circuit VL, A AREFGIHES B

v'Strengthen the training and introduction of talents

VN, BRI, K5I8 S SORMA

7. Integrate international resources,attract

| |
J L foreign capital, technology and talent
\

12/12/16
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5. #— % EwdiFEadE B % k4 % Further deepen international dialogue and exchanges and cooperation

ARk, HARAEG YRGB 2 ESURR S G1E, DR RRSEMGE R LS. R S A E S — 2 NiRE R %
U AR, S IR RO I 4% 25 1) B 2 bk o

Various countries have strengthened the strategic cooperation in the field of information security, in order to cope with the
complex and volatile information security situation. China will further deepen the strategic cooperation in the field of
information security and other countries to jointly cope with the security challenges of cyberspace.

"’/ﬁ ]"“‘

Vi
ﬂnﬂﬂuihﬂp
#LEPRE{E Deepen international cooperation ‘{\‘\“"ﬁi‘_{lil.lzl'

— eSS ‘il RE BT ERRMSIRER R |
Build a multilateral, democratic and transparent
international network management system

TRMBEAS B Z RS, BERA/EHIR

Continue to dialogue, reach more consensus

o SRR, B SR 2
Support enterprises and research institutions to participate in
international information security exchange activities

12/12/16
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sk ¥ 2 {44 % / Welcome your cooperation!

##% % %/ Thank you!

PEEFESTWIXES CITIF

BiEH: tRTEEXAFE27TSR8S414/=
14 F,Bldg.8,No.27, Wanshou Rd.Beijing

B A ML www.citif.org.cn;

FFHRFE: citif@citif.org.cn
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