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Development of ICT in Europe
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Europe has the potential to lead in the global digital economy, but fragmentation and
barriers that do not exist in the single market are holding back a healthy and uniform EU
digital development. Bringing down these barriers could contribute an additional EUR 415
billion to European GDP, create opportunities for new start-ups and provide an environment
for businesses to grow and benefit from a market of over 500 million consumers. This is
precisely the goal of the Digital Single Market Strategy for Europe, adopted by the European
Commission in May 2015.
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In April 2016, an initiative on Digitising European Industry was launched to link up national
initiatives for digitising industry, such as Industrie 4.0, Smart Industry and l'industrie du futur,
and mobilise up to €50 billion of public and private investments in support of the
digitisation of industry.
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Value added in the EU ICT sector amounted to
€581 bn in 2013, accounting for 3.9% of EU
GDP, behind China (4.4 %) and the US (5.2 %)
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Value Added in the ICT sector, 2006-2013 (€m)

ICT4R f e

|
J ] )

2006 2007 2008 2009 2010 2011 2012 2013

r 580,000

- 570,000m=== |CT Total

- 560,000

~ 550,000

- 540,000

- 530,000

- 520,000

- 510,000

~ 500,000

5% -

4% -

3% -

2% -

1%

0% -

Value added in the ICT sector
| CT3 35,

e

ICT share of GDP, 2006-2013
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Predominance of ICT services (€531bn and 91% of total
ICT value added in 2013) over ICT manufacturing industries
(€50bn and 9% of total ICT value added in 2013)
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All subsectors declining apart from ICT services
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Sharpest decline for the communication equipment
sector: after peaking at €34 bn in 2007, it fell to €17 bn in
2013, indicating structural decline
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The five largest economies are also the five biggest
contributors to ICT value added: Germany (€115bn or
20%), the UK (€102bn or 18%), France (€88bn or 15%),
Italy (€55bn or 9%) and Spain (€38bn or 7%). Together,
these five countries represented 69% of total EU ICT
value added in 2013.
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ICT development across Member States
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Value Added in the ICT sector, 2013 (€m)
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ICT share of GDP, 2013
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Ireland: the highest ICT share of GDP (12.7%), followed
by Luxembourg (6.7%) and Sweden (6.1%)
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Greece: the laggard (less than 3.0%)
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In most other Member States, ICT remained broadly
stable as a proportion of GDP over period 2006-2013,

except in Finland, where the rate fell by 4.2 pp
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x Employment and productivity in the ICT sector
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ICT Employment share of Total Employment, 2006-2013
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The EU ICT sector employed 6.2 million
people, or 2.5% of EU total employment in
2013, better than China (2.0%), but markedly
behind Japan (3.5%) 3%

4%
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Regarding the productivity of the ICT sector, the
EU (€93 000 per person) is behind the US
(€162 000 per person), but far higher than China
(€36 000 per person)
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Private and public R&D expenditure in ICT
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Business enterprise R&D (BERD) expenditure in
the EU ICT sector amounted to €29bn in 2013, or
5% of total R&D expenditure, positioning behind
China (5.5%) and far behind the US (11.8 %).
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ICT PUBFUND, 2006-2014 (€m)
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ICT R&D Intensity (BERD/VA), 2006-2013
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The level of publicly funded expenditure on ICT
R&D (ICT PUBFUND) in the EU reached €6.3 bn,
representing 6.8 % of EU total government
budget for R&D.
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Telecom services revenues
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Total telecom services revenues have declined by
10% in Europe since 2012, down from EUR 237bn in
2012 to EUR 213bn in 2016 (forecasted)
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Telecom operators in Europe generated less revenue
than the US operators
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Large increases in emerging markets, especially in
China
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Mobile voice and fixed voice revenues have
decreased by over 25% since 2012
M20125F R Bl 75 5 A 2 7= & U e T IE i Id25%

Mobile data grew by 10%, and will represent over a
quarter of total telecom revenues at EU level in 2016
R s B 1 10%, 20164F 31X HB 43 B K o R H
Sl Iy sz —

Total telecommunication services revenues per region, billion
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Revenue growth rates 2012-2016

e
Telecom carrier services -10.0 %
M5 18 5 T R 55
Business data services -0.8%
e M £ 4 il 55
Fixed voice telephony 172 %
JE FLTE
Internet access and services 13.1 %
I 2 F2 NI R 55
Mobile data services 9.9%
¥ 5 84 IRk 55
Mobile voice telephony -30.8 %
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X Broadband coverage

Total coverage by technology at EU level, Dec 2014 to Jun 2015
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Basic broadband is available to everyone in the EU
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Fixed technologies cover 97%
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Next generation access (NGA) technologies (VDSL, Cable Docsis 3.0

and FTTP) capable of delivering at least 30 Mbps download are

available to 71%
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Deployment of 4G mobile (LTE) increased sharply and reached 86%
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Rural coverage remains significantly lower, especially in NGA
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EU Target Rk B H A5 :

Basic broadband for all by
2013: 100% in 2015

20134EFTH AN fE F ZE A %
. 2015 BHECZXE
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Fast broadband (>30Mbps) for
all by 2020: 71% in 2015
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Use of Internet in the EU
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Internet users 400 million 442
WX PN =
Penetration rate 79%

Mobile Internet users 218 million (55% of all Internet users)
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67% 68%

News

Indicators in the Use of Internet component, EU-28 (% of internet users)
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ICT Information Security in the 5G Environment
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2000s: fixed broadband
2000s: [#] 5E T 7
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2010s: 4G
2010: 4GM %%
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2020s: 5G
2020: 5GZ%

Hardware: fibre and transmission equipment
B ARG e A
Higher ‘layers’ : Innovation
m YR s A
Service levels: applications that will be conveyed over the new networks
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CH; Opportunities and Challenges in loT
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* Combining loT and big data technologies will enable new, big business opportunities

HIERRIAI R BG4S & 51 % T BRIl

e Agrowth in loT solutions market value from $1.9 trillion in 2013 to $7.1 trillion in 2020 (IDC Analysts )
it 3020205, YIEERfER T R BT 0 K 201345 (11,9 i 126 e K 37.1 /7123576 (IDC Analysts)
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i » Data protection concerns could nevertheless
constitute a major obstacle to larger scale !

rollouts of these activities. ! pppoTtneyY - N
{1 T S50 47 B B RN 33K S 7 7 = ;ggﬁmﬂ%’ﬁﬁﬁma
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* Security is a threat, but also an
opportunity

* only 32 % of enterprises in the EU had a

i * Connected machines will create huge network ) . )
formally defined ICT security policy

security, or better loT security challenges . o o/ 1A
mREmn s, g |0 EERAD AR iR
L U SR AT BRI 2 A R H T IR PR AR St -

The importance of Certification TAIF [ 5 24
* Certification constitutes a growing market: Smart cars, machines, plants and buildings will all need to be reviewed
and certified
WIETT S IEEAWIR e : BReIR G Wdr . L) AR 7 A Pr Al AT IR

* Problem: Limit to the number of players--trust and reputation are by nature linked to strong brands

B/ X2 5 H R RO--F AR 2 B AR AR 2 (8] [/ K it it




Opportunities and Challenges in online gaming
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The global gaming software market is expected to grow from 57.6
billion EUR in 2015 to 81.7 billion EUR in 2019.
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' Example of security challenge:

S T GE

' online in-game currency steeling through reversing engineer the
game’s source code and thus creating a game simulator that sent fake |
completed match statuses to the servers of the on line game operator |
O AR 2l T T R — K R B AR AR AT B — |
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The growth of on-line gaming thus also constitutes a new workplace
for the development of security solutions.
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nakb,U Opportunities and Challenges in eHealth

R B P A TR DB S PR

The medical loT is set to transform healthcare through smart medical devices. However, their success is in
jeopardy if cybersecurity concerns are not addressed simultaneously.
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$390 million of the $5.5 billion spending by
healthcare providers and OEMs on healthcare
. cybersecurity, will be dedicated to securing medical critical vulnerabilities of medical !
| devices (ABI Research ): embedding security in the | | devices:code errors in software, use of hard
' hardware, reviewing, analyzing, pen testing, coded passwords, disabling of firewalls, lack
developing patches, performing over the air of authentication mechanisms, unencrypted :
updates, data protection... communications...
DR R S5 i A A R TR 2 L A AL ) R A = Y @TW%E’JR/\*?'M% M R AD A |
kA RS502 %, Hh A3 9LE T | 1?% fo FE TR 45 Y 5 {65 ) B
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____________________________________________________________

* collaboration across the various stakeholder silos is necessary to address technical issues, healthcare delivery,
and business challenges needed for protecting devices
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* public authorities can (and should) set the basic requirements, it is up to the market players to come up with
security solutions and certification of devises and processes
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Current situation of Info Security in the EU
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Member States have very different levels of preparedness
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 Fragmented approaches across the EU
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» Unequal level of protection of consumers and businesses
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« Lack of common requirements on operators of essential services and
digital service providers
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The Network and Information Security (NIS) Directive
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« EU Member States must transpose the Directive by 9 May 2018 into their national laws.
WK S % B 01 B /5 £ 2018925 H O H Z B A48 -4 WA N H 1) B 2354
* Member States must oblige the following undertakings to report cybersecurity breaches:
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operators of essential services in critical sectors such as energy, transport, health and finance;
and
REVR . AZIE. il RN BSOS g Uk A% D IR ST I8 E R, BAK

- providers of ‘digital services’ — defined as online marketplaces, search engines and cloud
computing services
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 EU member states to raise cyber security capabilities
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« Two new EU coordination groups are set up:

o HTROLM AR UM TAEA

a Cooperation Group, to support and facilitate strategic cooperation and the exchange of
information among member states, and

— AN FH DS AN B 25 B 0 1E 22 T] s S A KA S8 A AL ) P /N4

a network of national Computer Security Incident Response Teams (CSIRTs), to promote swift and
effective operational cooperation on specific cybersecurity incidents
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* These two new groups will already start work in February 2017.
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Key Area of Info Security in the EU
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Follow-on to the NIS Directive Xt
As a follow-on to the NIS Directive, the EU Commission JiE—3B#ENISIES, RFL:

* will present in the first half of 2017 to the Cooperation Group, the CSIRTs Network and “other relevant
stakeholders” a blue print for how to respond in a coordinated way to a large scale cyber incident involving

several member states.
LRSI EAVERIAAR . CSIRTsIZE AN « HABAH ALY 7 R~ — 1 ) ik 4
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will create an information hub to support the exchange of information between EU bodies and member states
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* launched a Public Private Partnership on cybersecurity launched in July 2016. Expected to trigger €1.8 billion of
investment by 2020 to better equip Europe against cyber-attacks and to strengthen the competitiveness of its

cybersecurity sector
T20164E7 H 3 s % 2 2 A RVEAEARFE R &R, IFTHRIFE20204E AT BT 18440yt AR AT LA BE 4 4l
JREXof ) 24 ATt I 5k FL ) 2% 22 2 1T IR 56 5+

Member States must 5% it EJi:

adopt a national NIS strategy defining the strategic objectives and appropriate policy and regulatory measures

in relation to cybersecurity
il A E HINISERBE , 8 S 2822 A0 o0 RIS H Ar s E BLIBUR ANE BERE

designate one or more Computer Security Incident Response Teams (CSIRTs) responsible for handling incidents

and risks
FEST 2 /b —ANCSIRTs B 51 [F 5% = THI ) P 265 22 4= S RN XU
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X Key Area of Info Security in the EU
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Further action in the pipeline 73173
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Certification UE13 Institutional HLH1)

» possible European certification and c| | | < Reassessment European Union Agency for
labelling framework for ICT security ¢ Network and Information Security — ENISA,
products o ‘ whose mandate comes up for renewal in
Wﬁ?%ﬁ_iﬁlCTﬁéﬁ&E‘]?l] 2020

_ FSE;F:jggﬂ:b?the end of 2016 E%ﬁﬂ%ﬁ&k%@é@l—?{%‘%ﬁéﬁ@*ﬂ*@—&/)”m
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— proposal by the end of 2017 20204 47 5 Bt
2017 F IR ATR 22 He 5% €' ' - roadmap published on July 25, 2016
(| | o 20164ETH25HREBA KT
- Evaluation to be completed by the end of 2017
20175 52 Bl
< https://www.enisa.europa.eu/
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