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2 CYBERBIT

* 500 employees

| « FY’16 sales over $150M
e —— * Global support and deployment
= = » Startup culture with corporate DNA
s C—— * 4 Products:
> : | o  Endpoint Security (EDR)
_ _* « SOC Automation & Orchestration (SOC 3D)
» ki ._j;I__+I“L;'__ * ICS/SCADA Security (SCADAShield)
;% g e » Security Training (Cyber Range)

l-a CYBLERBIT
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Cyberbit Products

Cyberbit EDR SOC 3D
Protecting ICS/SCADA networks Protecting Enterprise Endpoints from Efficient and Centralized SOC
and Critical Infrastructure ZeroDays / APTs / Ransomware Management & Automation (above SIEM)
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709%-9004 Are unique to that
of malwares found In Organizati()n

breach investigations

201 days /0 days

Mean time to identify Mean time to contain



Telling the Attack Story

Susplclous
| 217.26.210.116 . network connection ¥ Winword.exe
Office PE spawns
SUSPLCLOUS process
LY 23.113.113.105 ) ¥ Paamel.exe Paamel.exe
Code &
Injection Q\b"’
PE with <
Abnormal Extension
D 9b0.tmp « @ Explorer.exe > D Eqf2WCUU.sdb
Code Create File
Injection
0O (}ea&e .
55 HKLM\...\RunOnce @ lexplorer.exe @ Iscsili.exe Eqf2WCUU.bat
@ Cmd.exe
Dridex Investigation in Cyberbit EDR (screenshot) B Netsh.exe
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Detection, Forensics and Response

Kernel-Based Big Data Analytics Centralized
Endpoint Agent Investigation & Response
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Why Endpoint? Why Kernel?

From Infection to Persistency In 2 seconds

Peripherals
Servers, NW, logs,

NW tap records
encrypted
communications
from PC

User Space

Outlook runs

adobe reader

Adobe drops
dll to

Kernel c:/windows/sy
stem32

Self delete -

malware deletes
the dropped dll
adobe reader
communicating
with nw

i CYBERBIT
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Continuous Big Data Analytics

-Behavioral Analytics

Machine Learning
Algorithms
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*Over tuime and space
| ateral movement

 Historical data
 Threat intelligence

 Active hunting

 Alert based tnvestigation
<.
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Detecting by Context

@ Suspicious Behavior % Malware activity

@® Behavior

* Unknown site accessed

* Browser writes file to disk

* File Is being executed

* Process added to startup list
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—mm Crisis/Breach

M

i ~ Lack of -~ scenarios

Processes . :
Situational

Awareness
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ALERTS

SIEM

Ticketing

Emall

CRM

Helpdesk

UEBA

EDR

© 2016 by CYBERBIT | CYBERSBIT Proprietary

Your SOC Hub

Enrichment

Threat Intel CMDB

HR Systems GRC

Comp”ance Vulnerability
Assessment

RESPONSE TOOLS

IPS
EDR
WAF

Active Directory

NAC

Memory Dump

& CYBERBIT
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How can we manage thousands of incidents, with dozens of
tools, within severe skill shortage constraints

to a centralized
“single pane of glass”

to centralized data
enrichment

From managing
dozens of screens

From trying to make
sense out of multiple
data feeds

to automated playbook

From manual response
enforcement

v A A 4

'llu CYBLERBIT
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Double your SOC’s incident response capacity

Case study: NASDAQ traded enterprise

20,000 SIEM Incidents/month (average)

25 targeted threats (APTs) since SOC establishment
80% of events are handled within 6 hours

50 long-duration events per month (over a week)

150 unknown attacks per month
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2 CYBERDBIT Main Settings Category o saarch Oy & ‘@ %\

5*—' COMMERCIAL SOLUTIONS

| Y=l = 14 Follow La=t Last N
X ' Deleted
Events s 6 Up Closed Updated

Hacking Attempt / ID 401241 | Trojan

AN
AR

I AL Suspicious Online Transaction . -l O
e Ae— »
*

s i F - ! r & . =
AR Workflow 2/5 QOverview Details ﬁ\iertse Similar Events (10) Attachments (4)

Dastination Fhono auntny O06:43h Left

88.0.241.255 124.0.21.2 0547 808 779  Netherlands

Mot Assigned Yet : CTED THrD —
0 of @ EI@ S5TEP 1 Completed

£
Q0

: ! Initial 06:43h Left
m Malware Installation . 8 : STEP 2 :
I I
Source Destination Fhone Country 02:33ih Lett : [:] LIS Lk @ Ky O : O !
880241255 1240212 0547 808 779  Metherlands I :
I
&\ Johana Kapoorovich ; I + Add Task 7> Next Step : ALERTS OVER TIME
© B £ 0 SRR PUERPOS e APSl SR, 5o, B ]
STEP 3 B Last 24h ~

,ﬂ\ Hai:t":ing .lﬂlttEITIpt 3 Check Contermation

Source Diestination Fhona Country CWVERDUE - -
88.0.241.255 1240.21.2 0547 808 779 Netherlands bl et R B e ol st 5% _%

0 4y msignEd o @ Eo STEP 5 1R, e L =0 15000 ga:eo | D=0 1200 IF- Rl 1600 18-00) 2000 2200 0000

I J. Suspicious Online Transaction . —| O DETAILS

AAA ‘

Source Destination  Phone Country 03:33h Left 144 - 2556987 ack Nicholson 054 2235891 Black List
880241255 1240212 0547808779  Netherlands es— CREATE NEW TASK : o =2

Account & Mame Phone Status

Mot Assigned Yet :
0 (] ACTIONS AND LOG

suspicious Online Transaction -
Contant t—é '“.-*';.-":'.'EI n notification: Red Alert 11258/8... 28.6.2016 500 P

88:0.241.255 240214 os4a/ als /Y MNetharianads

|ehana Kapoorovich
fa
L]

A Suspicious Online Transaction

AN

@ Attachment: Johney Doe added HackingATP 1.2.doc 28.6.2016 | 14:38 PM

-
T

E] MNote: Johney Doe added "THis machine is infected ... 2862016 | 14:32 PM
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SCADAShIeld
Protecting Critical & Manufacturing
Infrastructure (ICS)



Simplifying Operations, Increasing Security

visibility, discovery and security of ICS networks

CENTRALIZED
NETWORK G-DPI SENSOR BIG DATA STORAGE ALERTS, FORENSICS &
non-intrusive plug & play Mapping and monitoring MAPPING APPLICATION

behaviors automatically
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The New Operational Toolbox

Industrial Control Systems SCADAShield G-DPI

SCADA server PLCs/RTUs Alerter

Historian Blackbox Insight

 Real network map

 Alarm handling « Malfunction prediction

e Meter readings —  "Keep alive” monttoring

« Remote configuration  Alarm wnvestigation and analysts
« Network forensics

b CYBERBIT
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Cyberbit Range

The “flight simulator” for cybersecurity staft




Addressing the Challenge
O

A complete organizational-training ecosystem

Real life simulation Team & individual training Extenswe Tralning Tools Powerful Scenario Bu1lder

* Threats » Collaborative training * Trainltng programs » Custom networks

« Trafflc « Assess and address team ¢ Recording & debrief * Custom attacks

» Real-life components capabilities » Knowledge base » Custom traffic
and tools  Learn and enforce best

* IT and OT networks practices

I TR DETECT ANALYZE - RESPOND e CYBERBIT
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Stimulated Network — Detfault Package
O

DMZ Segment FHireat Simulation

i~y ==---'

Gmail
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DB SegmentSCADA Seament Custom Zone Segment
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The Tralining Environment

Simulated Network

Traffic D D Threat
Generator e Generator

2 E =
3 O

Instructors

DETECT ANALYZE RESPOND

~—— Red Team —;

(optional) E

2
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Operational Network (OT) Module
O

* Physical OT hardware

* Integration with the simulated

T and SCADA environment

» Variety of SCADA scenarios

and threat vectors
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EMEA Director
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