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A letter from our Chairman and CEO

In the inaugural Kyndryl Readiness Report, we combined some of the
exclusive insights we have from Kyndryl Bridge, our Al-powered digital
business platform, with survey data from 3,200 business executives. \IVe
embarked on this new report because we wanted to learn how ready
executives believe their IT infrastructure is to address their biggest
challenges and opportunities—today and in the future—and how they see
technology helping or hindering their progress.

As the findings illustrate, there’s an emerging paradox among business
leaders on their technology readiness. \We found that 90 percent of leaders
reported having confidence in their IT infrastructure and believe that it is
best-in-class, and yet only 39 percent said that their IT infrastructure is
ready to manage risks. Another finding showed that 94 percent of leaders
listed technology modernization as a high priority for their companies, yet
data from Kyndryl Bridge indicates that 44 percent of critical IT
infrastructure is approaching end-of-life. And that’s only a sample.

\We also concluded that most companies need to focus just as much on
being ‘people-ready’ as being ‘technology-ready’—bringing their employees

along with skills-based training and making sure that new tools and systems

are compatible with their company’s culture and business goals.

A complicated web of technical systems powers our global economy,
enabling the transfer of trillions of dollars in financial transactions, the
processing of online retail orders and insurance claims, and the
distribution of social benefits to their recipients. Businesses and
governments need trusted experts who know how to design,
implement and run these technologies, and allow data to move freely
and securely. As the world's largest IT managed services provider,
Kyndryl does this every day. And based on the operational data we
amass from running these IT estates for our customers, we have
unique insights on the fitness of the systems that billions of people
rely on.

I’m proud to share the thought-provoking insights in this Kyndryl
Readiness Report and look forward to collaborating with our
customers, industry leaders and policy makers on creative solutions
to meet today’s needs while preparing for future possibilities.

Sincerely,

c-t'

Martin Schroeter
Chairman and Chief Executive Officer




Introduction

The uncertainty driven by volatile macroeconomics and
geopolitics, combined with the acceleration of new
technologies, create challenging conditions for global
leaders. Most of them are on a transformation tightrope,
balancing the need to innovate and future-proof their
companies while driving efficiencies and delivering on their
core promises.

Both business and IT leaders recognize the vital role their IT
estate plays in optimizing that balancing act. This is why
Kyndryl surveyed executives across 18 markets to explore
their perspective on what is enabling or hindering progress.
The findings of that research, combined with data and
insight provided by Kyndryl experts, highlight the
complexity attached to building readiness for organizations
and the demand set on business leaders to dynamically
factor multiple imperatives and trade-offs.

The findings show that while there is a certain degree of
confidence from leaders about their ability to deliver against
challenges, they also report blind spots and vulnerabilities
that cannot be ignored. Business and IT leaders that
recognize this paradox and reconcile it in their decision
making will be in better position to for both short- and long-
term success.
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An Emerging Paradox

The Kyndryl Readiness Report sheds light on a tech readiness
paradox among business and IT leaders — who express
confidence in their current technology posture while expressing
concern about its readiness to address future challenges.

WHILE

90%

of leaders are confident their IT
infrastructure is best-in-class

ONLY

39%

of those leaders say their IT
infrastructure is ready to manage
future risks



Methodology

The Kyndryl Readiness Report combines survey
data from 3,200 senior leaders and decision-
makers with insights from Kyndryl Bridge, the
company’s Al-powered, open integration digital
business platform.

About Kyndryl Bridge

Kyndryl Bridge uses operational data, IP and
embedded Al to provide observability across an
enterprise's entire IT estate. To date, more than
1,200 enterprises have been onboarded onto the
platform, which delivers 5.6 million Al-driven
insights monthly. Kyndryl Bridge data in this
report is a rolling three-month average from July
to September 2024.

Kyndryl Bridge shows the status of IT estates
across these dimensions

» Best practices: A score that shows alignment
to both security and compliance requirements
as well as industry best practices

* Responsive: A count of incidents automatically
resolved (vs. requiring human intervention)

« Competitive: The amount of an IT estate that
has aged past its expected life
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3,200

Leaders and senior decision-makers
C-Suite business leaders (CEOs, CFOs), C-Suite tech leaders (ClOs,
CTOs) and Senior Directors and Business Unit Leaders. \\Within this
sample, 50% of respondents were C-Suite level executives and 50% of
respondents represented companies with $1 billion in revenue.

usS Brazil Spain India Netherlands Australia
-‘ 8 Japan Mexico France Italy Luxembourg China
Markets .

Canada UK Germany Belgium Middle East

Banking and Financial  Insurance Other: e.g.,

Technology, Retail

Manufacturing Healthcare Professional services,
Industries, Automotive,
with a focus Telecommunications Energy and Utilities Government
onacore 6

The survey was conducted by Edelman DXI, on behalf of Kyndryl. Fieldwork was conducted via
online survey and telephone interview between July 1, 2024 and August 12, 2024.



Six learnings

O-I Leaders don’t feel risk ready, struggling O 4 Keeping tech modernized is hindered
with diverse disruptions and the pace of by complexity and prioritization
change paralysis

The tech readiness paradox: Leaders are Despite significant Al investments to
O 2 confident in their tech, yet concerned O 5 drive modernization, leaders struggle

abouts its readiness — and end-of-life to see positive ROI

tech is alooming challenge

IT is the best line of defense to mitigate Leaders in tech modernization report
risk, yet most are in earlier stages of their better business-tech alignment,
tech modernization journey higher ROl and greater readiness for

the future

Being tech ready is being people ready: Readiness is a continual process that involves every part

of an organization—and relies on people just as much as it does on technology.
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Leaders don't feel risk
ready, struggling with
diverse disruptions and
the pace of change

Multiple risks keep CEQOs, ClOs and CTOs up at night, such as cyber
attacks, evolving regulations, climate disruptions, economic
uncertainty and keeping up with technological advances.

Cyber-attacks are a top concern for both CEOs and ClOs/CTOs.
However, CEOs are more concerned about external headwinds (e.g.,
economy, climate, geopolitics) than CIOs/CTOs.

“Readiness” is a moving goalpost as leaders struggle to keep up with
the speed of technological innovation. The pace of new regulations
also presents a challenge for most, especially in Luxembourg, France,
the Nletherlands, India and Australia.
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ONLY

O Concern vs. Readiness for future risks
O m Concemn u Ready

Cyber-attacks

of business leaders Evolving policy / regulation
feel ready across
external risks

Environmental / climate disruption

Macroeconomic uncertainty [———— 58%
Technology and innovation m/o55%
Skills gaps / Talent deficits |G—_— 54%

Geopolitical disruption [————— 52%

m—— <o

Public health disruption

3inNb 1in?2

business leaders say policy and

struggle to keep up regulatory changes are
with the speed of moving too fast

technological in their country
advancements




Leaders in Japan
and ltaly feel
most at risk,
while readiness
Is higher in Brazil
and India
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RISK READINESS

Risk readiness
% Average readiness across risks

A g
-

Least Ready Most Ready
AUS ME

P IT CA MX DE CN BE ES us UK FR NL LU BR IN
- g ] ; - -
e HIBPUTEFKOSDO
- AN W W A

21% 23% 27% 27% 27% 28% 28% 29% 29% 30% 30% 32% 32% 32% 33% 35% 35%

<

Q13: How ready would you say your organization currently is to manage the following external business risks?
Base: Total (h=3200); US, Japan (n=300), All other markets (n=200); All Industries base sizes from (h=200) to (n=642) 10



O1.

Across markets, readiness to
navigate talent gaps is higher
than external factors such as
the economy

Overall risk readiness is highest in emerging markets, with India and
Brazil leading.

Across markets, talent is an area leaders feel more ready in

comparison to uncontrollable risks such as economic uncertainty.

Large populous markets like India, Brazil, US and China feel most ready
to navigate talent and skill gaps. France also has high talent readiness.
Low talent readiness in Japan and Italy suggests leaders are concerned
about the local talent pool.

v

Global average

India @

Brazil &
Luxembourg o
Netherlands :
Middle East @

Australia @
France ()
UK &

us £

Spain a

China @

Belgium ‘ '
Germany a
Canada (+)
Mexico ()

Italy ‘ '

Japan @

15%

. Average Risk
Readiness

25% 35%

Mlacro-economic
uncertainty

45% 55%

. Talent and skills gaps

RISK READINESS

Risk readiness by market
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Energy and Utilities,
Healthcare and
NManufacturing report low
readiness for skill gaps

Overall, Healthcare (31%) and Banking and Financial (30%) leaders feel
more ready to navigate risks, while Manufacturing (26%) leaders feel
the least ready.

Energy and Utilities, Healthcare and Manufacturing report the lowest
readiness for talent gaps. Telecomms, Insurance and Banking and
Financial feel at risk of external macroeconomic uncertainty, yet more
ready to navigate talent gaps.

Risk Readiness by industry

v

Total o o

Healthcare C

Banking and
Financial

Other ®

Utilities

®
®
®
Energy and D)
Telcomms ®
®

Insurance

Manufacturing @

15% 35% 55%

‘ Average Risk Macro-economic . Talent and skills gaps
Readiness uncertainty

12



Businesses face
multiple risks, but Concern vs. Readiness gap

are n O.t rea d\/ _to % Concerned vs. % Completely Ready across risks
navigate them

There is a readiness gap ' Evolving policy / regulation
across most external risks:

. Environmental / climate disruption
65% are concerned about I
cyber-attacks, yet only |

Macroeconomic uncertainty
30% are ready

Technology and innovation

59% are concerned about

climate disruption, yet only c09
o . . (o}
25% are ready Skills gaps / Talent deficits m
52% are concerned about Geopolitical disruption m 52%
(o]

geopolitical disruption, yet

0
only 24% are ready Public health disruption m 48%

m Concern mReady

k d | Q12: When thinking holistically about the external risks your organization faces, how concerned are you about each of the following?
\/n r\/ Q13: How ready would you say your organization currently is to manage the following external business risks? Base: Total (h=3200) 13



CEQOs are more
concerned about
external

disruptions than
ClOs and CTOs

+Q%,,

On average, CEOs are +9
percentage points more
concerned than other leaders
across all risks
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RISK READINESS

Risk Concerns by Role

% Concerned

Gap between CEO and
CIO/CTO concern

Cyber-attacks

Evolving policy / regulation

Macroeconomic uncertainty

e

P e

mCEO w=CIO/CTO

Q12: \When thinking holistically about the external risks your organization faces, how concerned are you about each of the following? Q13: How
ready would you say your organization currently is to manage the following external business risks? Base: Total (n=3200), CEOs (n=291),
CIO/CTOs (n=617)
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Business leaders
struggle with the
pace of innovation

N o

(% Agree)

businesses struggle to
keep up with the pace of
technological
advancements (62%)
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RISK READINESS

Top challenges when navigating business risks
Very significant challenge %

i Cybersecurity vulnerabilities I 56%
i Speed of innovation FEEE—— 53%
i Difficulties integrating new or emerging technologies FE—"“ 52%
____________________ Evolving customer expectations N 51%
Skills or expertise gaps / Talent deficits N 51%
Limited access to relevant data / analytics N 51%
Insufficient investment in IT infrastructure I 50%
Patchwork of regulations I 50%
Dependence on outdated legacy systems N 410%
Difficulties maintaining supply chain agility N 49%
Hybrid / remote work environments . 43%
Lack of scalability N 4.3%

Q19: How much do you agree or disagree with the following statements about your organization’s IT skills and talent? Statement: “Our
organization struggles to keep up with the pace of technological advancements”. Q15: \IWhen thinking holistically about your organization,
how much of a challenge are the following when navigating business risks and disruptive forces? Base: Total (n=3200)

15



The speed of policy and regulatory
changes is another significant Impact of regulation in my country
challenge Total %
66% Positive
= Neutral

Challenges to tech modernization
Total significant challenge %

ml 5% m Nlegative

O
5 5 /O Pace of regulation in my country

_ _ Total %
report navigating the frequency and

speed of policy / regulatory changes is

a significant challenge Too slow

= The right pace

m Too fast
Q29: Thinking about your technology modernization efforts, how much of a Q16A: Which of the following best describes your perceptions of today’s evolving policy /
challenge are the following for your organization today? Navigating the frequency regulatory landscape in your country? Q16B: \Which of the following best describes your

perceptions of today’s evolving policy / regulatory landscape in your country? Q16C: \Which of
the following best describes your perceptions of today’s evolving policy / regulatory landscape
in your country? Base: Total (h=3200)

k\/n d r\/l and speed of policy / regulatory changes Base: Total (h=3200) -



Regulation moves too fast in Luxembourg and India

The pace of regulation in my country is...

Total %
Luxem- Nether- Middle
bourg India lands  Australia France East Canada Germany Japan UK Brazil Spain  Belgium us Italy Mexico  China
-®0
W
Too Fast
Just Right
Too Slow

k d | Q16C: Which of the following best describes your perceptions of today’s evolving policy / regulatory landscape in your country? Base: Total (n=3200), US and Japan
VVNAIVL (n=300), All other markets (=200) 17



Skills gaps hinder
progress, as
technology
outpaces training

kyndryl

RISK READINESS

Overlin 4

Leaders experience issues where
implementation of digital solutions
outpaces employee training

Skills gap concerns
% Agree

59%
51%
42%

“WWe are currently experiencing “\We are currently experiencing “Hybrid / remote work
technology skills gaps that hinder skills deficits related to environments hinder our
our progress” mainframe technology” organizations’ training and skills

development”

Q19: How much do you agree or disagree with the following statements about your organization’s IT skills and talent? Q31: Has your organization
ever experienced each of the following challenges while pursuing its technology modernization goals? Base: Total (h= 3200)



Healthcare and
Energy/Utility
sectors struggle
the most to keep
up with pace of
change

Telecom and
Banking /
Financial

are navigating the speed of
change better than other
industries
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RISK READINESS

progress

STttt sE=" | r=—=—-=-=-============- I
1 1 I I
1 | | |
I |
X P e ) @
1 1 | |
1 1 I I
' Banking | : :
Total : Telecom and | Insurance | Manufac-  Energy Health- :
| Financial | , turing and Utilities care
1 1 I I
I I I
_ | | | |
Innovation . . ! .
% Agree they struggle to keep : : : :
up with pace of technological 62% |, 48% 59% , 68% |, 68% 75% 72% |
advancements | : : I
I I
I | I
- : 1 I [
Policy | - ! !
% Significantly challenged by I : : '
frequency and speed of policy  ©5% : 43% 52% , 56% , 59% 69% 65% |
/ regulatory changes I | I I
1 1 I I
] 1 | 1
. I I
Skills : . . :
% Experiencing technology | ! I I
skill gaps that hinder their ~ 42% : 30% 38% : 45% : 51% 46% 48% :
1 | | |
1 1 I I

Red highlight indicates statistically higher than Total

Q19: How much do you agree or disagree with the following statements about your organization’s IT skills and talent? Statement: “Our
organization struggles to keep up with the pace of technological advancements.” Q29: Thinking about your technology modernization efforts,
how much of a challenge are the following for your organization today? Navigating the frequency and speed of policy / regulatory changes
Base: Total (h=3200), All Industries base sizes from (h=200) to (n=642) .
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The tech readiness paradox:
Leaders are confident in their
tech, yet concerned about its
readiness — and end-of-life
tech is a looming challenge

Executives have high confidence in the current state of their IT: 9 in 10 leaders
say their company’s IT is best in class. Dig deeper, and uncertainties emerge:
Six in 10 do not feel it is ready to manage future risks. That gap deepens when
it comes to newer technologies, such as Al: Seven in 10 don’t feel their IT is
completely ready to navigate future disruptions with the technology.

An end-of-life and end-of-service challenge is looming. Nearly two-thirds of
CEOs are concerned that their IT is outdated or close to end-of-life, bringing
vulnerabilities, skills gaps and challenges for modernization.

Almost all modern businesses are dealing with an end-of-life tech challenge.
According to Kyndryl Bridge data, 44% of mission-critical components such
as servers, storage networks and operating systems are approaching or at
end-of-life. Being aware of these end-of-life challenges can help
organizations better plan for future investments, realizing higher readiness,
efficiency and growth.

kyndryl

of business leaders are
confident their IT
infrastructure is best-in-class

HOWEVER, ONLY

39%

of businesses report their IT
infrastructure is ready to
manage future risks

AND

o04%

of CEOs are concerned
their IT is outdated or
close to end-of-life

THE READINESS PARADOX

m Completely ready ONot completely ready

IT Infrastructure JefeL72Y 61%

Investment in emerging 36% o
technologies g 64%

Cloud-based infrastructure Be{e¥l 064%

IT skills / talent Re{ei/ 8 64%

Data centers and physical 9 5
infrastructure KN 65%

Cybersecurity and resiliency o 0
measures 33% MSTAL

Alimplementation B2ASEZY 71%

44%

of servers, storage, networks,
and operating systems are
approaching or at end of life,
according to Kyndryl Bridge

21



Leaders are
confident in their
IT infrastructure,
vet doubt its
readiness for
future disruptions

THE READINESS PARADOX

i leaders are confident their
% I n 1 IT infrastructure is best-in-class

(90%)

. feel their IT infrastructure is
% 4 " O completely ready to manage
I n future risks and disruptive forces
(39%)

Q6: Overall, how confident are you that your organization is best in class in the following areas? Q17: How ready would you say 29
these elements of your organization's IT currently are to manage future risks and disruptive forces? Base: Total (n=3200)



However,
readiness levels
are low across all
IT elements, with
Al and
cybersecurity the
least ready

61% of business

leaders don’t feel their IT
infrastructure is
completely ready to
manage future risks

71% of business

leaders don’t feel their Al
implementation is ready
to manage future risks

kyndryl

THE READINESS PARADOX

Readiness levels of IT elements
% selected

REELINERS
0% 50% 100%
IT Infrastructure 39% 61%

Investment in emerging technologies 36% 64%

Cloud-based infrastructure 36% 64%

IT skills / talent 36% 64%

Data centers and physical infrastructure 35% 65%

Cybersecurity and resiliency measures 33% 67%

Al implementation 29% 71%

m Completely ready ®mNot completely ready

Q17: How ready would you say these elements of your organization’s IT currently are to manage future risks and disruptive

forces? Base: Total (n=3200) 23



Telecom

Financial, and Readiness across IT elements
% Completely Ready
Insurance leaders
Iead IN IT @®Banking and Financial @Telecomm @lnsurance @®Healthcare @Manufacturing @Energy/ Utilities
[ A
readiness,
but lag in Al
@ '@ 43% |
I I 42% 42Y%
Implementation 2 0 41% : o a2 a0
Ke} 40% 1 39%
o 37% '@ 39% © 35% | ; 3300 39% 0 338% .
o 37% L_‘-g-,éo; ------------ ! 38% 0
@ 35% ° 0 ® 34% ® 35% 34% re=mmees
© 33% ® 32 350 oy gng ' @33% !
0 0, (o) 1
° 322/0 @ 31% @ 52 ® 30% 31% 31% 8%
1
® 30% ® 29% Q 29% ® 29% : g 29%
@ 27% 2% ®27% ! |
: ® 26% !
e e e 1
@ 22%
. Data centers and Cybersecurity
IT Overall I Investment in Cloud IT skills / talent physical and resiliency Al

(Average) Infrastructure emerging tech infrastructure infrastructure measures

Q17: How ready would you say these elements of your organization’s IT currently are to manage future risks and disruptive
forces? Base: Total (n=3200); All Industries base sizes from (n=200) to (n=500) 24




Leaders in BRIC
countries are more
likely to feel their
IT infrastructure
and cloud is ready
compared to
Europe and Japan

_______________

Readiness levels of IT elements
% completely ready

Cloud-based

infrastructure Infrastructure

THE READINESS PARADOX

Cvyber Al

Data centers
Average IT IT and physical
readiness infrastructure infrastructure

Brazil
India
Luxembourg
Mexico
France
Australia
Middle East
Spain

uUs
Netherlands
Canada

Belgium
Italy
Germany

Cybersecurity
and resiliency Al
measures implementation

Q17: How ready would you say these elements of your organization’s IT currently are to manage future risks and
disruptive forces? Base: Total (h=3200); US, Japan (n=300), All other markets (n=200) 25



Two in three CEQOs globally are

concerned their IT is outdated or near
end-of-life

21N 3

(% Agree)

CEOs are concerned their IT tools of businesses have IT estate that
or processes are outdated or close is “aged” past its expected life or
to end-of-life (64%) end-of-life

k\/nd r\/l Q4: How much do you agree or disagree with the following statements about your Source: Kyndryl Bridge data 26
organization’s IT infrastructure? Base: Total (n=3200)




End-of-life anxieties are heightened with cybersecurity and

new tech integration

Largest risks with outdated or end-of-life systems

% Selected
Increased wulnerability to cybersecurity
threats and breaches

Difficulty in integrating with newer
technologies and systems

Potential downtime and operational
disruptions

Higher maintenance costs and resource
inefficiencies

Compliance issues and regulatory
challenges

Reduced system reliability and
performance

Hindered ability to innovate and digitally
transform

Limited agility and inability to respond to
market changes

37%

36%

35%

33%

29%

29%

27%

27%

THE READINESS PARADOX

fé

Forty-four percent of the
inventory Kyndryl holds for
its customers consists of
end-of life or end-of-
service technology -
making it more vulnerable
to cyber-attacks, as well
as at higher risk for
prolonged outages. In
practical terms, that
means almost half of the
world’'s most critical
infrastructure is not
resilient and has to be
upgraded.”

—Kyndryl Security Leader

k\/nd r\/l Q5: Thinking about your organization’s IT infrastructure, what are the largest risks associated with outdated or end-of-life systems? Base: Total (n=3200) 57
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O 3 # 1 \ISION OF TECH
. MIODERNIZATION

Executives say upgrading

IT is the best line of defense their IT i< the number one
o ) way to mitigate all of their @
to mitigate risks, yet most are PUSINESS MISKS 94 /@

Top 5 risk mitigation actions:

In earlier stages of their tech 1. Upgrading T Say tech modernization

2. Cybersecurity measures is a high priority

modernization journey 3. Risk assessrments

4. Employee training

5. Regulatory compliance
Almost all leaders — 94% — say modernizing their business is a high
priority, and updating their IT is the top action to mitigate risk. Yet, only
3in 10 feel their organization is leading when it comes to their tech
modernization journey and utilizing innovative technologies to drive

business outcomes.

Most leaders (71%) are somewhere in the earlier stages of
modernization: 56% of leaders say they are in the process of adopting

new digital technologies, and 15% say they’re just starting out. Only 3 in 10 feel they Leading in ;fjechholqg\/ 29%
are leading when it modernization
comes to their Actively adopting 56%
technology digital technologies v
modernization
journey Early stage of

modernization

kyndryl .



Leaders say that
upgrading their IT
infrastructure is
the top risk
mitigation

Mmeasure

VISION OF TECH
MODERNIZATION

Top actions organizations are currently taking to mitigate risks
% Selected in top 3

Upgrading IT infrastructure 42%

Implementing robust cybersecurity measures 38%

Conducting regular risk assessments 31%

Investing in employee training 31%

29%

Enhancing regulatory compliance efforts

Diversifying investment portfolios 27%

Developing disaster recovery plans 27%

26%

Investing in sustainable practices

Strengthening internal controls 24%

Q14: What are the top actions your organization is currently taking to mitigate external business risks? Please select up to 3. Base: Total (h=3200)

30



Almost all leaders prioritize
modernization, yet only a few Stage of Technology Modernization
follow through % Selected

Leading in technology o

. . . . modernization 29 /0
Technology Modernization Priority
% Selected

Actively adopting digital
technologies

56%

Top priority

Early stage of
modernization

businesses say tech m High priority
modernization is a high
priority (94%)

Technology modernization is defined as... the process of updating an
organization's IT infrastructure, systems, and practices to keep up with new
B Low priority technologies and meet the demands of the digital age. It involves
consolidating systems and workflows, and adopting advanced
technologies, methodologies, and best practices to improve efficiency,
security, scalability, and overall performance.

Q1: To what extent is technology modernization a priority for your company? Q2: \Which of the
following best describes where your organization currently is in its technology modernization

31
journey? Base: Total (n=3200)




India,
Luxembourg and
Brazil are most
likely to say they
are leading in
modernization

N L VISION OF TECH
Leading in technology modernization

% Selected “Leading in technology modernization and utilizing innovative
technologies to drive business outcomes”

A < Luxembourg and India Are more likely to report they are
® leading in tech modernization
W W

e

\

Q2: Which of the following
best describes where your
organization currently is in its
technology modernization
journey? Base: Total (n=
3200); US, Japan (n=300),
All other markets (n=200).
More or less likely defined as
statistically higher or lower
than global average.

)

. Germany and France Are less likely to report they are
leading in tech modernization

32



Even businesses that have already
adopted automation have room to run

% of IT events resolved
through automation

% of IT events resolved through automation
0)
40%
Wholesale Distribution & Services I 24% i
Aerospace & Defense [N 0% |
Media & Entertainment | GGG 157 i
Insurance NG 12% :
General Business Mid Market [ 2% '
Telecommunications [N 10% !
Banking [NENE 9% '
Computer Services — 9% !
Industrial Products — 8% !
Government, State/Provincial/Local _58% !
Retail [N 7% i
Chemicals & Petroleum [N 7% {
|
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

30% Recommended target, 30% or higher

21% average of top 10% of
20% businesses

10% 8% average amount of automation

1% average of the bottom 10% of

Consumer Products [N 7%
Government, Central/Federal [N 6%
Energy & Utilities NN 6%
Travel & Transportation [N 6%
Financial Markets [ EEEEEE 5% |
Healthcare [ 5% |

Automotive [ 5%
General Business Enterprise [ 4%

Electronics | 3%

Professional Services [l 2% o .
Education [l 1% 0% businesses
]
0% 10% 20% 30%
Average Target
8% 30%

k\/ndl’\/| Source: Kyndryl Bridge data




It also shows that most industries are
not fully aligning to IT standards.

% of IT best practice adoption

Aerospace & Defense
General Business Mid Market
Government, State/Provincial/Local
Automotive
Energy & Utilities
Chemicals & Petroleum
Telecommunications
Professional Services
Government, Central/Federal
Financial Markets
Retail
Industrial Products
Electronics
Media & Entertainment

Banking e — :74%

Travel & Transporrtation ?3%
Insurance
\Wholesale Distribution & Services
Consumer Products
Healthcare
Education
Computer Services
General Business Enterprise
Life Sciences

]
0% 20% 40% 60% 80% 100%

Average Target

kyndryl 5% 90%

VISION OF TECH
MODERNIZATION

About this statistic: Best practice adoption is a holistic
measure of effective IT, comprised of industry IT
standards and measures for security compliance and
regulatory compliance that can be monitored
automatically.

% of IT best practice
adoption

94% average of top 10% of businesses

Recommended target, 90% or higher

75% average IT best practice
adoption

61% average of the bottom 10% of
businesses

50%

Source: Kyndryl Bridge data 34
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Keeping tech modernized is
nindered by complexity and
orioritization paralysis

Complexity, resistance to change and misalignment between business
and tech leaders are common challenges hindering modernization.

Conflicting priorities and diverse organizational needs like short-term
gains vs. long-term benefits, innovation vs. risk and cost vs. function
can paralyze leaders as they try to run the business and modernize
simultaneously.

Sustainability goals also complicate modernization efforts. Most
leaders cite sustainability as a priority, yet difficult tradeoffs often
impede their ESG initiatives and only 27% of leaders are currently
seeing sustainability-based outcomes from their tech modernization.

kyndryl

PRIORITIZATION
PARALYSIS

Top

sources of q Resistance to change

tension . .
between Challenges in balancing

business 2.  short-term needs with long-

Complexity is the
term investments

#1 challenge to tech and tech

modernization leaders: Difficulty quantifying ROI

Priorities \When Evaluating the Success of Tech Investments
% Prioritizing (Selected, forced choice)

Long-term benefits 75% Short-term gains
Innovation potential 60% Risk mitigation
Business model optimization 56% Process optimization

Infrastructure 54% Applications

Cost 50% Function

0% /%

Prioritize sustainability when Report seeing sustainability-based
implementing tech outcomes (e.g. lower emissions) from

modernization initiatives tech modernization, in the past year
36



Complexity is the
kevy challenge for
today’s businesses
iImpeding their
efforts to
modernize. They
struggle with
compatibility,

long-term costs,
rising cyber
threats and
technical debt

PRIORITIZATION PARALYSIS

Top 5 technology modernization challenges
% Ranked among Top 3

X Tm
a CompleXit\/ (28%) Telecom, Insurance, and

Financial businesses feel
more challenged with
complexity

© compatibility (23%)
e Long-term financial costs (21%)

e Rise in data breach or cyber attacks (19%)

a Technical debt (1/%)

Q30: Which of the following are the largest challenges your organization has experienced while pursuing its
technology modernization goals? Base: Total (n= 3200) 37



\When deciding what to prioritize with their tech investments,
businesses are faced with very difficult trade-offs

Tech investment priorities

% Prioritizing (Selected, forced choice)

. 0 . US and Canada
Long-term benefits Short-term gains ‘*' 4= prioritize cost and
. . - time to market
Security Scalability

Innovation potential 0 Risk mitigation Brazil and Mexico
Business model optimization Process optimization ¢ @ infrastructure
Long-term risks Short-term risks

o e - . . Japan prioritizes
Compatibility Customization B G o,
. . Germany prioritizes

Infrastructure Applications compatibility
User satisfaction System reliability
) o _ China prioritizes innovation

Market differentiation Time-to-market @ potential and time-to-

market
Cost Function

k\/nd r\/l Q26: Which of the following does your organization prioritize when evaluating the success of technology investments? Base: Total (n= 3200) 38



Balancing short-term needs and quantifying ROl leads to
tensions between ClIOs/CTOs and other business leaders

Primary sources of tension between business and tech

lead Gap between
eaders CIO/CTO and
% Ranked among Top 3 CEO
Challenges in balancing short-term business needs 2%
with long-term technology investments
Difficulty in quantifying the ROI 4%
Resource allocation for running legacy systems vs. _3Y%
investing in technology modernization projects 0
Resistance to change 0%
Business and technology team culture differences -1%
Prioritizing current risks vs. future risks 20/

u CIO/CTO mCEO

Q11: When thinking about your organization's technology modernization efforts, what, if any, are the primary sources of organizational tension between business and

k\/nd r\/l technology leaders? Q10: How much do you agree or disagree with the following statements about your organization’s leader leadership, inclusive of both business leaders

39
and technology leaders? Base: Total (n= 3200)



Sustainability is a
priority, yet
tradeoffs impede
ESG goals

kyndryl

PRIORITIZATION PARALYSIS

leaders say their

organization when
implementing technology modernization
initiatives (90%)

i leaders say meeting sustainability or ESG
% 1 I n 2 goals is a challenge for their technology
modernization efforts (54%)
1 report seeing sustainability-based
% 1 I n 4 outcomes - such as lower emissions - from
tech modernization in the past year (27%)

| say their organization has prioritized
% I l ] efficiency over sustainability while pursuing
its technology modernization goals (24%)
Q32: How much do you agree or disagree with the following statements about how your business is transforming sustainably?

Q29: Thinking about your technology modernization efforts, how much of a challenge are the following for your organization today?
Q27: \Which of the following tradeoffs has your organization made to achieve its technology modernization goals? Base: Total (n= 3200) 40



Despite these
challenges,
businesses that
modernize are
realizing
benefits of
efficiency,
Innovation and

sustainability

Top tech modernization benefits

% Experienced in past year

85%
71%
60%
34%
27%

PRIORITIZATION PARALYSIS

Experienced improved
efficiency

Experienced improved
innovation

Experienced improved employee
or customer experience

Enhanced data security and
compliance with regulations

Sustainability-based outcomes
such as lower power use or
emissions

Q34: Thinking about the past 12 months, which of the following benefits has your organization experienced as a result of its

technology modernization efforts? Base: Total (n=3200)
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05.

Despite significant Al
Investments to drive
modernization, leaders
struggle to see positive ROI

Most businesses are investing in both traditional Al—which includes
Machine Learning—and Generative Al. However, only 42% of
business leaders currently see positive ROl on their Al investments.

And 86% say their Al implementation is best in class, yet only 29%
feel their Al is ready to navigate future risks.

Business leaders report data privacy, uncertainty of ROl and
compliance as the biggest barriers to Al adoption; Al skills are the
number one skills shortage they are desperately trying to fill to stay
ahead of their competition.

kyndryl

Al Investment vs. ROI

76% 73%

42%

CHALLENGES FORAI

% Selected, Currently Investing; % Net Positive ROI

41%

B Al Investment

m ROl on Technology
Investments

Traditional Al and Generative Al

Machine Learning

86%

Say their Al implementation
is best-in-class

Top 5 barriers to Al adoption:

1. Data Privacy and security
2. Uncertainty of ROI

3. Regulation and compliance
4. Integration

5. Al Skills gaps

YET ONLY

ASY

think their Al implementation is

ready to manage future risks

Most common skills gaps:

1. Al / ML skills
2. Cyber-security
3. Data science / analytics
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CHALLENGES FORAI

Leaders are
confident in their
Al implementation,
vet most doubt its
readiness with
ACINEINIEE

’

yvet only

30%

29%

of leaders are confident their feel their Al implementation
Al implementation relative to is ready to manage future risks
competitors is best-in-class and disruptive forces

Q6: Overall, how confident are you that your organization is best in class in the following areas? Q17: How ready would you say 44

these elements of your organization's IT currently are to manage future risks and disruptive forces? Base: Total (n=3200)




Privacy, security
and ROI
uncertainty are the
barriers to Al
adoption

CHALLENGES FOR Al

Top barriers to Al adoption
% Selected

1 Concerns about data privacy and
security (31%)

Uncertainty about the ROl and long-
term benefits (30%)

Regulatory and compliance
challenges (26%)

existing systems and workflows (25%)

Lack of skilled personnel with expertise in
Al development and implementation (24%)

4 Difficulty integrating Al technologies with

Q18: Which of the following are the top barriers preventing your organization from fully leveraging Al technology? Base: Total (h=3200)

45



Artificial
Intelligence is the (!

top skills gaps | . . .
. Most common skills gaps business \With the rapid development
businesses are leaders are experiencing of Al technology, the

experiencing demand for Al and machine
today, as demand
rises

learning talents has
increased dramatically”
Business Leader

Al / Machine Learning 30%

16%

15% ‘ ‘

Skills related to artificial
intelligence and big data are
difficult to discover and

10% cultivate because they are
highly demanding”

Business Leader

Cybersecurity & Data Policy

Data Science / Analytics

Technical Skills 13%

Cloud

Q20: You mentioned your organization is currently experiencing technology skills gaps. \Which skills are you having the most trouble finding or 46
developing? Base: Total (n=3200)
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0G.

Leaders that have progressed
on the modernization journey
overcome this prioritization
paralysis and are more ready
for the future

The leaders that are further along the tech modernization journey feel a
heightened level of readiness to navigate risks (+11% pts vs. early stage

modernization) and demonstrate four characteristics that set them apart:

Prioritizing in a way that lets them both run their mission-critical
business operations today while transforming for the future

Seeing better ROl on emerging technology (e.g., Al, Quantum, Edge)
Nurturing talent, skills and culture

Collaborating effectively to achieve business goals

TECH MIODERNIZATION
OPPORTUNITY

Businesses that report they are leading on their tech modernization
journey, compared to those who are early stage:

feel more ready for future risks

DECISION-MAKING

agree executive leadership
effectively allocates resources to
support IT infrastructure and
technology modernization projects

TALENT

have a pool of talent proficient in
emerging technologies

say their IT is updated and ready for
current and future needs

MEASURING SUCCESS

see a positive ROl on emerging
technologies such as Al,
Generative Al, Quantum
Computing and Edge Computing

COLLABORATION

have seamless collaboration and
alignment between business
leaders and tech leaders
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otumately, those

leading in tech
modernization A Readiness across external risks
% Completely Ready

have a higher 3
. k=
readiness for E
external risks -
@ 44%
38%
® 38% ® 39% 37%
@ 36%
® 34% @ 33% @ 33%
® 28% 27%
27% @ 25% @ 25% 24% @ 25%
: ® >1% 23% 22%
On average, those leading 21% ® 19%

in tech modernization are

Technology and Cyber-attacks Skills gaps / Talent  Public health Evolving policy / Environmental / Macroeconomic

innovation deficits disruption regulation climate disruption uncertainty
@ Leading in technology ® Actively adopting @®Early stage of
modernization digital technologies modernization
more ready for risks than
those in early stage
k\/nd r\/| Q13: How ready would you say your organization currently is to manage the following external business risks? 49
’ Base: Total (n=3200); Leading (n=942), Actively adopting (n=1776), Early stage(n=482).




ousihesses

leading in tech

modernization A Readiness across IT elements
i % Completely Ready
2]
also feel their IT 2
. £
IS more ready to E
. 04
NENEENEE
@ 46%
[0)
@ 44% ® 43%
@ 41% @ 40% 9
(0]
® 39% @ 40% @ 40% ® 3%
©® 35% ® 35% ® 35% @ 37%
0 (o]
® 34% °
On average, those leading ® 30%
in tech modernization are @ 28% 0
@ 25% @ 26% ® 25 ®27%
@ 23% @ 24% ° @ 24% ® 24%
IT Readiness IT infrastructure Cloud-based Investmentin Datacenters IT skills/ talent Cybersecurity Al
(Average) infrastructure emerging and physical and resiliency implementation
technologies infrastructure measures
more ready across various
IT elements than those in o _ ,
early stage ®Leading in technology ® Actively adopting @®Early stage of
modernization digital technologies modernization
k\/nd r\/l Q17: How ready would you say these elements of your organization’s IT currently are to manage future risks and 50

disruptive forces? Base: Total (h=3200); Leading (n=942), Actively adopting (n=1776), Early stage (n=482).




Businesses
leading in tech
modernization are
benefiting from
higher ROI on their
emerging
technology
Investments

TECH MIODERNIZATION
OPPORTUNITY

On average, those leading Positive ROl on tech investments
in tech modernization are % Positive ROI
O 53%
1 6 /O Al and ML
+ pts
vs. Early stage 51%
: . tive Al %
more likely to see positive Generative -
ROI on emerging
. 47%
technology investments Edge computing
43%

Quantum computing

m Leadingintechnology m Actively adopting m Early stage of
modernization digital technologies modernization

Q23: Thinking about the specific digital technologies, tools, or solutions your organization is currently investing in, how would you describe the
return on investment (ROI) your company has experienced as a result of these investments? Base: Total (n=3200); Leading (n=942), Actively
adopting (n=1776), Early stage (n=482).

51



Businesses
leading in tech
modernization are
nurturing their
talent and
prioritizing IT
Infrastructure

Those leading in
tech modernization

+1 9% ots

vs. Early stage

agree they have a pool
of talent proficient in
emerging technologies

+22%

vs. Early stage

agree executive leadership
effectively allocates resources
to support IT infrastructure
and technology
modernization projects

TECH MIODERNIZATION
OPPORTUNITY

Emerging tech proficient talent
% Agree by Modernization status

“cerligl Actively adopting Early stage of
technology o : NOF
. digital technologies| modernization
modernization

48% 34% 28%

IT resource allocation
% Agree by Modernization status
Leading in

Actively adopting Early stage of
. digital technologies| modernization
modernization

technology
55% 43% 34%

Q19: How much do you agree or disagree with the following statements about your organization’s IT skills and talent? Q10: How much do you agree
or disagree with the following statements about your organization’s executive leadership, inclusive of both business leaders and technology

leaders? Base: Total (h=3200)
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Businesses
leading in
technology
modernization are
collaborating more
effectively,
lending to better
decision-making

Those leading in tech
modernization report

+43% ots

vs. Early stage

seamless collaboration and
communication, resulting in
highly effective decision-
making

+23% ots

vs. Early stage

say executive leadership
communicates a clear vision
for the role of technology in
achieving business goals

TECH MIODERNIZATION
OPPORTUNITY

Collaboration between business and technology leaders
% Selected

42%
-

Leadingin
technology
modernization

71%

Actively adopting

digital
technologies

I /% mSeamless

41%

Early stage of
modernization

collaboration and
communication

Effective
collaboration and
communication

B Some, little, or no
collaboration and
communication

Clear executive vision for tech in business goals
% Agree by Modernization segment

Leadingin

technology

modernization

57%

Actively adopting Early stage of
digital technologies| modernization

51%

34%

Q9: In your organization, how would you describe the level of collaboration between business leaders and technology leaders? Q10: How much do
you agree or disagree with the following statements about your organization’s executive leadership, inclusive of both business leaders and

technology leaders? Base: Total (h=3200)
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There Is appetite
for support related
to leadership

decision-making
and talent to better
navigate tech
modernization

Businesses that report investing in IT
employees' skills is a top priority are

+117% ots

more ready for future risks

kyndryl

Top Areas of Support Needed for Modernization Efforts

Total %

03%

Leadership

decision-making
support

— Enhancing collaboration
between IT and other
departments

— Ensuring alignment of
modernization efforts
with business objectives

5/%

Talent management

support

— Talent acquisition
and retention in
IT-related roles

— Enhancing user
adoption and training
for new technologies

43%

Integrating new tech into
existing infrastructure

— Integration of new
technologies into
existing infrastructure

— Addressing legacy system
limitations and
modernization challenges
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The readiness mindset shift

\While all modern organizations are building readiness and transforming through technology, as this data shows, there
are difficult trade-offs to be made. To overcome these challenges, organizations should consider a shift in mindset:

Readiness goes beyond preparedness and resilience—going beyond transformation to arrive at transformative and

sustainable performance. IT is core to this expansive vision, and organizations that allow for new investment paradigms,

evolve collaboration models within their C-suite and adopt a holistic view of assets driving long-term success.

Being 'people-ready' is just
as important as being
'tech-ready’. IT is
everyone’s business.

« With IT playing a more
prominent role in shaping
workplace culture than ever, it is
just as critical to the CMO and
CHRO as itis for the CTO and
CIlO. Getting on the same page
is crucial, and bringing
employees along is necessary.

« \While automation may help with
some IT challenges, rather than
replacing people, it allows for an
expansion of skills, creating new
business imperatives for
upskilling and reskilling.

kyndryl

\Weigh the fantastic vs.
the familiar and embrace
their interdependence.

« Emerging technologies offer
tantalizing opportunities to grow
in new directions, but leaders
must weigh new investments
alongside upgrades to their
existing IT.

 To make the most of new tech,
leaders need to understand how
those tools will integrate not only
with technology but the company
culture, processes and goals.

» All new tech capabilities rely on a
solid foundation; investing in the
familiar first may get better ROI.

Operate, accelerate, iterate.
Agility is a hallmark of
modern tech leadership.

* No enterprise can stay
competitive by standing still, and
talent can be the best bulwark
against risks—and the best
levers for opportunity.

» Businesses struggling to realize
a meaningful ROl can start with
shorter-term success metrics to
drive long-term value. Those
smaller starts can help build a
better case to move into more
complex projects.

Reframe the conversation
about tech debt.
Observability is an
important ally.

* In an evolving market, with
everyone continuously
confronting this challenge,
businesses are not alone.

« Observability across IT allows
teams to identify aging
equipment and potential issues,
offering intelligence for the
entire C-suite.

« Knowing where to start can be a
challenge, but reducing technical
debt eliminates operational
inefficiencies and unlocks
potential for faster growth.
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